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A PRAIHR .

AR ERRAEREIMERTHER. XMESH CAYIT,. AFIEFREEEERCIT
FERAFERARIFRE M), CATUXRZAES,HEE K EEEH b AELFRARE.
EARE RAXZREHFBR T HER—FHOIEY, EBRHEF4E— CertReq 5 8., 3 B4 & K 2475
BIRGIAITE L. CA AL CertRep WE IR HERED  REE P HMER. UREREEL.B
B EIRNA,

UE B & BEiE L 30 A R EM NIk B0k .

EHFEEOTULHMBFERER, EHESPEEFFTETE—DEBER, HERENT
HERERE AT EBNELAEHMN REREL. CAMM~NEBMMTENRAREE R
15,
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5.5 EAME
5.5.1 EF#EiR

PKIZ M PKI R AIEBRHAHFMEBEAE, 8F CA MHEMBHEREHBUMESAED)
BB, ZAWEEDRTTLIEE RA, AR R LR S Cn i 88 Fn i K88 .
ERNEX L, PRI RIFES,HBIEHM CRLs, H RIS NIERR. AMAGERRE
EERHEPOEFESEL AT UL MR ERIERN PKIE S,
5.5.2 EERMEMEXHPKIFFIEER
EPRBNIEES
Lany: 2
MR %5 25 P B RAE W CRLs;
BAEIFBAERR.
5.5.3 PKIZFEEES
BPAESERFEAENEDHEEIFEMCRLs, FENESHSELERESX. HE8ES

© RREB—XITEHFAF—N AR F LDAP 45E H FME R EREE FREFE &
AL /551 5 M & F 08 FRRIES;

K& CRL— XM EFAG— A FFA LDAP BEHEZMS LHERHE, RBE—T
ECAMYE CRLEEEIMEEN CRL. RAMEFBULATRBEE F 6B
(LDAP), IR RIE 1 CRLs, EHWiFHAMES W RFC1777,

6 BEENX

6.1 WIEHKENEL
AN PRI A2 8 LR AVEE X BERGBARHER . FHEERNQEIES .CRLMEBSFBEX. K5
BRIAT PKIH{F 218 .PKI client #1 PKT A #F2 [B] FT 4 2 5 M BEH A
6.2 EHREK
AR HEM A GB/T 16264. 8—2005 $#HEH#X . B4R ITU-T B X. 509 MBITIRBE AR E
MAEIHBADEE ZRAM, I H ANSI # X9. 55 F1 IETF # RFC 2459 #B3t HAF T WU,
GB/T 16264. 8—2005 KL BEIEU T HE:
+  Version JA;
Serial Number iEHFF5;
Issuer Signature Algorithm MAEHEZEHE;
Issuer Distinguished Name 40K & T H 4
Validity Period #E #5748 36 7] ;
Subject Distinguished Name E/ARHNA;
Subject Public Key Information FHEANHAEA;
Issuer Unique Identifier K& ME—4RiRFF (Al , SR EFD 5
Subject Unique Identifier F &M —FriRAF (A%, ZRERERD;
Extensions {EH¥4 B (Al ;
< Issuers Signature on all the above fields MMEAHEX LU ERENMESL.
6.2.1 ERFR
X. 509 iEH LM ASN. 1 E XM ZE A, B FEL%E,UEH A ASN. 1 DER HiE£n., ASN.1
DER 2— M AHBARERTRE KEMENRG RS, # 5 ISO/IEC 8825. 1—2002,
LT A48 GB/T 16264, 8—2005 WE+H . & T Bl &% Y subjectUniquelD 1 issuerUniquelD ¥ &,
10



GB/T 19771—2005

HPE T EX S E, A% B8 GB/T 16264. 8—2005 T AR E/T. CAAUAAREE

1ssuerUn1queID i subjectUniquelD WEF. % /& 7T AR AL 3 subjectUniquelD # issuerUniquelD.
f o LAE 4 AR & B X FRIIES .

a)

b

<)

&

e)

Version

version FEEREBHIRAS . HKERMMERNY 2, URTIEA 3 A,

Serial Number

serialNumber £ CA B8 MEBA MM —PER. H—MEEN CA, ERBNIELFHS

PR — i (GBI, % B TP B i — iR iR —MEH) .

Signature

signature FEAET —MEEFRE ATERESBIEPHNEE. KFEAE—1 algorith-

midentifier, B TAER B3, 7£6.2.2.2 FFIHH T algorithmIdentifier B % . IE R B fE

A signature F 5 = 153% 5% (F T B A Subject Public Key Information), HAAZFERBEEH

WMEHENEZRY .

Issuer Name

issuer Name FE B T B BEHI MM LR —FIRF, MRENZEFRE— X 500 H7R

&. TARREMBEXRABEEEER. B BERREH X 500 BRI EWE L BIEEN

DirectoryString 285,

DirectoryString A 3% #% PrintableString, TeletexString, BMPString, UniversalString

Utf8String H#—, PrintableString B— M RAR T FHEL, THEHAKXNIEFE, LFMP

BT, TeletexString & PrintableString ¥ B EH T FHFMATEEFMHE £

=%, BMPString BUFEVFEHE, EMELRKER KM FHE. UniversalString REF

WEAE, AETHENEEFHE. UtsString £ UniversalString B RN,

A % B, CA M PrintableString, BMPString, il Uti8String B ¥t #8 i gy % 2

3k & DirectoryString, MR, NFBEAR T F K ActributeValue — R B AE A Print-

ableString, AEEFHET FHHN AttributeValue %t {# F§ BMPString, % BMPString &

SR A B A A Utf8String,

{BERIE B TeletexString, H UniversalString X T HE K EB‘J%% AR 2 FE HT £ 4 A IE

BT, BE HHXBTESECLSHENIESFERM. Clients 7 LB BIFHX

SRR RS .

AT 3% 9 45 SF B BUTE issuer AltName §" B F B, — % GB/T 16264, 8—2005 HEHEHWERERS

issuer FEERE . AT, BMAFTRHE I B #x FBE&H X500 AT A4 .

Validity

validity T BR300 T UF 45 FF 8 4 %089 B 8 (notBefore) MIZE S TR H i (notAfter) . validity

F Byt #E R R A UTCTime B GeneralizedTime,

3+ 1950 E£ B 2049 4E (&) 89 B B}, validity F B — 4 Al UTCTTime, UTCTTime 8

BARERIGE i, T EERREP. BEBERN BENT, UCTCTime KA YYMMD-

DHHMMSSZ,

RN T HE -

D MR YYSEFRKATF 50, F/H 19YY;

2) WYY AT 50, 4EH N 20YY,

*FF 2050 4EBLE 9 B 8, validity B — 8 JH GeneralizedTime. GeneralizedTime {81 RS AR

BaEE . TAESHAY, BEFEETR, P AZ, GeneralizedTime ## RN YYMMD-

DHHMMSSZ. GeneralizedTime R4 E. (1950 4E 81 9 B 1% 7 b5 R 38 03K, BT B
11
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AFER.)
f) Subject Name
subject Name F B8 B 89 AU H LR R M — R IRFF. REEEM X 500 TH5E. B
7E issuer name F R 1 —H , ZEF B DirectoryString Bf CA B ™K EE., TERNE
FR[EEAE subjectAltName § B ,GB/T 16264. 8—2005 PR EHE R EATENZT. R
T, B AR I BEE X FBEH A LA X 500 AT HHIE& .
Subject Public Key Information
SubjectPublicKeyInfo F B FiREH A AMAHABEANE L. TR subjectPublicKey
F Bt algorithmlIdentifier ¥ Bt, algorithmlIdentifier F# B F algorithm and parameters K &
FE.
Unique Identifiers
iE 45 B i subjectUniqueldentifier i issuerUniqueldentifier FEREMEK AR EEKZ ML E
ZEAHEANTEYE. CARLFRIAREH —HFRAFNIES. PKIZTFHRASHER
EHABEAXEREAFMIES. YR MREMNALEBILFZE, BiIEE40TXEFR
HIES .
i) Extesion
extension FEHKMME GB/T 16264, 8—2005 iIE BB EEM KT, I BE =4 cextnld, #5
PIZY B, critical UL %Y B B critical 3 noncritical #,extnValue, ¥ BE. —MIEHTLL
AEIBZNTEFR AT LEERBEHYT R, WRBET citical iRH . REXEP
RERBLRZY BRFE, REAFARBIEXIES .
7 GB/T 16264. 8—2005 A B MY BIRHE. 6. 2.3 ¥R T REIRHEY BEARETY
A
i) Issuers Signature
SERRAE 4 2 ] SIGNED 28K, R AHE 2 W EEW SEQUENCEMIM, E4),
BHEARRA, IR — BIT STRING BB EREE. algorithmldentifier #7iR T F K HEH
BAMEE ., REIXA algorithmidentifier FE B3 T —4> parameters FB,EBE LT LUR
KREBZLBENSH(N6.2.2.3)  BEXAFH AR I HELNIR. parameters FEAR
BEARIERBE. YBEXBRIEEZNSHE, N 24 MR KRIE T8 CA BIEA K subject-
PublicKeyInfo FE& FIRBHN B4 .
6.2.2 MENZE
6.2.2.1 MBI RMER

BARMEEANRE R I AR BFELEE HRAEER MM EE L. YHRARFEL
But AR SEAIEE—EME. HMRIER PO HN, B BB AR . XA L B
FH-AERNBEEERN GESBEBEA.

BER - PKIAGES R ZERAK P T RFELE L. W TRAH PKIZ P AR, BRIE
HEP T HEERNEACEES T ERH AN AGEETENRIESE P - MERERNES .
MFARAER) PRI AR B X — I H k.

SR AAEERABNEE EEZLHENAREAFENXER RN, L, TFXEN—1
EHBEEENEP U GRS EAGRRE, MEEA IR ENEASERER.
6.2.2.2 HWIEE

I A AT HESM CRL AR FE L, CUA TR EREST B M CHIAE.

BIRAEP BRI RS D SHA L AHL, EREIXMEREAFURRFELHERR
B, SHA-1 # ASN. 1 SRR IR :

12
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shal OBJECT IDENTIFIER ::= {

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 26 }

P SR AR IR AR B v 2 20 o s B, BT B 5 ORISR B 6250 NULL,
6.2.2.3 BPEEZNE

GB/T 16264. 8—2005 g E T RBGEBM S L BB AR ERDMBER R, BRHERTUR
AEB. AARM I RFC 2313 9 RSA BN,

RSA {4 & BE7E RFC 2313 s X, RSA ® ] HJLREFI H k. FiRME 5K RSA &
XA

pkes-1 OBJECT IDENTIFIER ::= { iso(1) member-body(2) US(840)
rsadsi(113549) pkes(1) 1}
sha-1WithRSAEncryption OBJECT IDENTIFIER ;= { pkcs-1(1) 5 }

£ RSA % B 503 B AT BROGEFIFE . B R H B IE SIGNED 2B Al signature FHH, REX
M BRI M B SRR IR B, BB 4 B BN TR NULL,

2 F I BRI R S B, B 4 T 50 S0 A AR 9 - JIE 45 FE 45 8 0 R B ASN. 1
DER Hi%, 3485 SHA-l (08 BB WS A . SHA-L 83 &4 o OCTET STRING R
RSA W@ EimeE., & FiE 560, RSA 2R~ 8H vy, v ME%EE ASN. 1 # BIT STRING .
1 v i) signature ZERE & TIEBRIFBRHFIR. GERSAWS BRy SeRE{L R octet string. B
& B4R bit string,)

W CA BH T —MES 3 BT subjectPublicKeylnfo FE AT RSA BAH A RIFAK
rsaEncryption ¥4 ¥ algorithmldentifier # BFE subjectPublickeylnfo F Bt o . 454 RSA M4 .

rsaEncryption OBJECT IDENTIFIER ::= { pkes-11}

A% rsaEncryption M R IRAEEEE AP LB, LS RFEL N NULL, -

RSA /2 68651 % ASN. 1 #5 RSAPublicKey: #3558,

RSAPublicKey :: = SEQUENCE {
modulus INTEGER, - n
publicExponent INTEGER -- &}

Z%H n,publicExponent H/4 £ $ e, RSAPublicKey %718 )5 S BIT STRING subjectPublicKey
HE.

RSAPublicKey B # Bi7E RSA %4 %4, 75 RSA WMEHH P L M. BRFEEREA
—ANEYRET B RS S AR REXEM.
6.2.2.4 HBINERZE

AR R BRI B IAEE . M DES-MAC f1 SHAT-MAC A4, ### f SHAL-MAC,
DES-MAC £ X T fRIE /& s At .

SHA1-MAC

A R i B — 4 SHA-1 HMAC {8 (#£ RFC2104 # #4E SO T Rt R BIERY. ©
HEEFAFET.

SHA1-HMAC OBJECT IDENTIFIER ::= { 136155812}

bR AR A Y mac K 96bit.

DES-MAC

K E SR B — 4 DES MAC (75 FIPS-113 g O MR BER . THE
AR -

DES-MAC OBJECT IDENTIFIER ;.= {

iso(1) identified-organization(3) oiw(14) secsig(3) algorithm(2) 10
13
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~MACHKER-NMEHBYSE FEREEFRE N 32 )

SHRBAE—MEH.RET MACHKE R R EZERSY 32.
6.2.2.5 XWMENE

IR T A A A R R I BE R — W L MR B E . TR AR AE P, LU (DEA
(Triple Data Encryption Algorithm) 8 # #9 ECB #8322 ] 5 B X SR B 1 B sk gy 8 5 .

tDEA Bk 7 ANSI X9.52 5E X, tDEA B8 F DES B, A 3 4 56 bit BHFH:K1. K2 |
K3, EAREET . EANEHAER, KI1=K3, DEA BHEWFHLEX FEEE HE GB/T 16264, 8—
2005 HEH . HHBA T, &% PKiMessage F &% tDEA % 41, 5% it 5, tDEA MIF LB R &
.

FCULBR T tDEA W XU 4 .ECB R AN & F M E A HmmEL.

tDEA B#:H Algorithmldentifier, M H. B & tECB f OID, X% 47 %t Wi £ ECBParams 45 # &
HH,

ASN. 1 £/RMWTF «

TDEAIdentifier : : = AlgorithmIdentifier {{ TDEAModes }}
TDEAModes ALGORITHM-ID . .= {
{ OID tECB PARMS ECBParms } | -- mode 1 --

{ OID tCBC PARMS TDEAParms } | -- mode 2 --

{ OID tCBC-1 PARMS TDEAParms } | -- mode 3 —

{ OID tCFB PARMS CFBParms } | --'mode 4 —

{ OID tCFB-P PARMS CFBParms } | - mode 5 --

{ OID tOFB PARMS TDEAParms } | -- mode 6 —

{ OID tOFB-I PARMS TDEAParms }, — mode 7 -

)

ECBParms ::= TDEAParms (WITH COMPONENTS {

. » ivGeneration ABSENT })

TDEAParms ::= SEQUENCE {

keyingOptions KeyingOptions OPTIONAL,

ivGeneration [0] IVGeneration OPTIONAL

}

- AbriE s A EUES

KeyingOptions :: = BIT STRING {

option-1 (0), — (3-key) K!, K2 and K3 are independent keys

option-2 (1), — (2-key) K1 and K2 are independent and K3 = K1

option-3 (2) -- (1-key) K1 = K2 = K3

}

id-ansi-x952 OBJECT IDENTIFIER ;.= {

iso(1) member-body(2) us(840) ansi-x952(10047) }

Second CRADA Draft, Version 2

mode OBJECT IDENTIFIER ;.= { id-ansi-x952 1 }

tECB OBJECT IDENTIFIER ::= { mode 1 } .

FHEALT BEX DEA HEFHTRD, REW T EHOEERE, TwoKeys = [K1 | K21,
TwoKeys B8 & f 4% R K1 BB & N7 Lo,

14
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6.2.3 IEBFE
6.2.3.1 iERY BER
7 GB/T 16264.8—2005 FEX T —~EWRHEY BES. VERA=ZFITHAR -V RER.ECBUERIR
frFIy BEUE . 7E GB/T 16264.8-—2005 PE T WM FAE . FF R R EAE T E T XEMFRIAALA
PR ERERIEEBESAEY.
FRAEAL BT BT DL 4 o 1 36 o T A SR W43 L ¢ 3 AR B 8 3 O 1E « B0 UF B 42 PR 5 CRL 478
TR,
6.2.3.2 BYHNMEKMEER
WERT BRAFREHRFEHAAMAES, B0 LAHF X5 AE ZME S ME RS AENLHECA) F
RBFENAAMER . EHTEIBEREMEEN CAER, IEE T BRI, X8 AT R &
FHRS B CAEBRRATRBRHENFEL.
a) MEEHFRF
¥ & authorityKeyldentifier 84T KIS ZEHHWHSHHAN TR A0 IREE BB
ETEHERAKR  CTUETHEAEZFHFES S, EEmED, ERHEARATRIT S, &
TRERBTRAESNMEZ2FANAEE HTEEZANFHN WU EEH#TEHER) I
BIENH(CA R Sy B, i LE P EERMNBIFES 2NN RFELFHNIE
FHEE CAHNRIERRZ, BUFFREELEREHRRF, XAEEAE & UEH 5K E FIE
BREIISHRMEAT AR, ETRIRIERE.
b)  EEEHRIRR
EEBATRHN N ERFHENEANEH EEIMCHAERMWIER PRI YL TEFR, &
YRR YRR XN .
o) WPHR
¥ J& keyUsage E X TIEBHHHAEMEA LORS, XM RAEE TR/ RARHNE
& MmE), CARMMREERY B, ME/ N LYELBET B, MR keyUasge E LW BIT
STRING, i MM APRAER) CA R S TE A SIEH PR E— A B, — ML wm &
WEH P KeyUsage AR YR digitalSignature X &2 dataEncipherment, &3 B R M4 & H
XEHEHYTRE.
4y FhH R
#°J8 privateKeyUsagePeriod (UE I TR F LA FYH. ERFAFANBRZIHELRZER
B CAR DAY B B P ARAERABHEY &,
o) Y RHEHGEANE
3" extendedKeyUsage i & X FER R XHE B HH M A RH , R Ay B B %
EERENEE. FEFHREN PKIAHEARAERIFZYT R.
f EREE
I8 certificatePolicies BIE— MR E M3 IR R (OIDs) , 4~ OID REFEMEFERHH—1
Hewg, CA R MABHE =AW A — B MEF K BE OID MiE+,CA B 4 3 & — M EEBRR B
OID, Bi{L- & % #% anyPolicy. anyPolicy # OID B BLiA &2 — 38 B A , B i T B 4% fof SR % .
% F R 24 BE B 4L B8 policyldentifier 57 B, 3 55 AT #2328 B0 5% B 571 3k (HREME 1) 3R B F 48 1L #) B A
BEORMREET R, WRERAT - THEZRRIR FEELPEF-MAIRPRER
RE B EBE AT certificatePolicy B, 2 2 A BERATE HAER AR . IRIEIE B RS F
TR E R AR AT anyPolicy,  H ¥ 25 1L AR 5B (L 6. 2. 3. 4, BRAT LUA K B & P B0 B
HIRMEER T M.
BERFESBFHENH LT certificatePolicy # T4 policyQualifiers, 3 H ¥ ## id-pkix-cps
15
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2

F id-pkix-unotice( }, RFC2459), #&AinHEm CA REREFAZ TR,

SRR T

HIEXBHYT BRAT CAIFH. EFF 7RI ; &3 BRI 4F issuecDomainPolicy
F1 subjectDomainPolicy, EE K EME CA A KN K issuerDomainPolicy Z#f F £ CA [
subjectDomainPolicy, CA B %4874 4 B policyMappings, % J i SR # 4 BIZY & .

6.2.3.3 EHEEMFEEEHIT

# /& subjectAltName, issuerAltName, subjectDirectoryAttributes i authoritylnformationAccess

EHREXRRIEN. BITRET XT EERREE L RBEHMESL,

6. 2.

a)

b)

c)

M

subjetAltName 1 issuerAltName §* /B2 THEH EHMIE B HRE E 9 M E R X &5
5 BAZHE RFC822 & 77 B T M 4 st ) \DNS Z B M A — R EARIRF(URD ., FREPTLQ
EEANER. NEEEAEFESPRMX8EE. R @AY R subjectAltName Fi issuer-
AltName,

BEARRHE, Y B subjectAltName F issuerAltName R M BRI X B, WHIEY BN E
WA LERTHFRATRIARE., MBRNARREINESPHINE, HTUZBZY E.
AR, T B issuerAltName th 3% URIfF 8  URI BB TR H LB E X TLA
RRERFERPHEL. EFRFEPEEHE subjectAltName PEEFHFERHEL.
ANERAE BINEHE (CAMIESREER X 500 BRMEFBH.CARUELEERTHRANET
B SHMNK URIMER UKHEEETERHME. EREFELE URI LB 45
B4R %) LDAP URL[RFC1959], RERZE P AERFIHA URI 45K,

EXIN=Ed-

$"J& subjectDirectoryAttributes B i@ & EM X T EEM X. 500 HRRBMEELE. AV RE
Jexpis. ATBHTHAMBARITEN.

LI B

3 J& authorityInformationAccess RS TF I KB M & CA MR F ML . ERRRE T
WEERRIERS M CA KRBT, (CRLMMNEBERAEERY BRIBEER, K58 # cRLDis-
tributionPoints 3" @24t )

3.4 RIEHEFEMRH
¥ J& basicConstraints, nameConstraints # policyCanstraints F FER & A S # BRI E.

a)

b)

c)

BEAAR

¥ & basicConstraints # it CA WA MEEREIEFHLERER CA,#E i pathLenCon-
straint B4 E B ERIEBZ MK . CA M SEIEH P EY B basicConstraints, &
PR RS EAY B, RAEE CA N True HJBF %, pathLenConstraint 4 & L.

B CA iE$ HESR; 24045 basicConstraints I &, M H CA 24 B K True. EXRELE
WIEBR BT UEEY B basicConstraints, MEBELMETEKE B S H Y B basicCon-
straints, BN S £ —NSWFEFIE. 7EHE CAERPHY B basicConstraints i 2 & F KL
4630

ZEFAR

#"J& nameConstraints AEEAAE CAEH P, EEEE N RIEBRBRFHRARSIERHNETE
B, CARMYSEERTETET B nameConscraints, W REBLBEY B, BE RNR
BHFEIEKN.

Es

3" J& policyConstraints RFTF CA iE+ . & LA LUB Ay 2034 S0 @ 28 17 PR ) < BE VT ARR
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A B, LRI L ERERIF B Z RS MEBEE A TEZNEBITRY.,

&Y BAIEMAFE inhibitPolicyMapping 1 requireExplicitpolicy, #1% inhibitPolicyMap-
Png FE EHERXRER BTN ERRFS A EER O GEBO A%, mE
requireExplicitPolicy 7275 , 7E 5 SE fOIE 3 o iy 24 e E S HEZHNERITIRA, RequireEx-
plicitpolicy F{E 32 78 30 1F B 42 b B R B 9 80 55 R AT (O AR SE B I3
CARMEEMEIEBTREARY B, EFNEBLREY B, 2V BNEE N LB,

d) 24k anyPolicy
FY BB LESRGEL T anyPolicy, HEBUNT BT UL AEMREL CA HEH
o 2R IE R AR E IR E B AT YU anyPolicy OID(E %12 5 20 32 0 REE ML E B &
WEICRE . BYRIER INTEGER, (R RAEB ISR R F A4 anyPolicy 2§l g9 FAbIE+ 8
AH, B 1 FERE any-policy RERTEREB W ERFTREMEBFLE, ERITFEE DM
HABE S P REEM . CA BLYB =AY B, B M SR B,

6.2.3.5 CRL¥FIRFE

AXY REE WA HBIERHHARCRLKEL. B4R CRL A% CRL EREHFURE
AT AR H M CA BRI, TS KK CRL 512014 % S4/h CRL %,

CRL 43 & /4.

CRLDistributionPoints § B4R iR CRL A A K. B REFS N HE T SHBHIES. 248
H =2 F B4R : distributionPoint, reasons i cRLIssuer,

a) DistributionPoint FFR MK/ CRL MM ERFEE. MRAFZREE,CRLAESNETHE
WMEERT. £ CAHAE CRLEXKHR T, W FERET —FE CRL AR B/ T &
A TR HLE .

b)  Reasons #F BRI #) distributionPoint 4+ % 8 CRL BU4S M ER . N2 reasons RH I, 7E dis-
tributePoints 4} & & CRL 97T LI035 oy F(E o] R H T W8 B0TEH . AERZF P AL B rea-
sons,

) CRLIssuer HFES RIS 4 CRL BBV, MR ZFEFEH,CRL MR ESEBHEE
M. EHAFETUEY S — CRLAFEH S CA MERIES.

CAs P 48 ™4 4 distributePoint #4r #9 cRLDistributionPoints " fB. 15 K 8 M A 219

X. 500 H RS P31 CRL 5 %, CA i 47E distributionPoint # fj URI %14 #% 5% 5 45 /£ 45 B CRL
FIRWAIE . BRE S RLDisuibutionPoint ¥ B, SMEESIRG URI R, B RBAE
LDAP URI ¥, MR T cRLIssuer, ERF P B AL R EHRIT CRL, 7 6.3.3 BX 4%
HigHE—$mite.
6.3 ERHHEINE
6.3.1 EHRMMTRMiE
HEBHHFIR (CRL) ARSI B & B M MR E R E S, EHRUNER s
BB A MBS SIS EREF T ENAS AR EMESBENEE T, SRS
T, HRETRE CAREREIESEEIAGZ HMLSE.
X.509 v2 IEHHWMFIRMREN T — A%y B EBSESEBY BAMN. CAs MEESENT
89 X. 509 v2 CRLs, M RIFIE HIAER BN E A W BELA BT 1. ME CRLs 1 CA R— S U HEM
KERMBIEBR CA. — CAs R F KM CRLs. X.509 v2 CRL @& LI FI5H .
Version A ;
Issuer Signature Algorithm & FLELZEE,
Issuer Distinguished Name % & 7 H 514 ;
This Update AKX EH;
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Next Update FRESH;

Revoked Certificates W HIEH, BAREMUTHEANHFN .
@ Certificate Serial Number iEHFNS,

& Revocation Date 8B,

@ CRL Entry Extensions CRL Entry B (W %) ;

CRL Extensions CRL #"B(F#);

MEEFULFBENES.

6.3.2 CRLZHE

X.509 v2 CRL #§ ASN. 1 A AT A, MTEBUE S LHH AR R ASN. 1 DER Bty
%4i#%. ASN.1DER £EMEB— T TERETRFE KEHNHBEREE. UTEHTAHART X. 509 v2
CRL By{ 4

a)

b)

<)

Y]

e)

D

Version

EOFERMART RGBS H CRL MIEA, ZFRMWENE 1, £H/E v2 CRL .

Signature

EFREAER CRL B SWESFAN . TRMASIEB signature TR, £FH

M FEMFEER 6. 2.1 $1XF signature FEME L. CRL TLIH 6. 2. 2. 2 PR RN EME

BELER CAERR—FERHERM CRLEZ.

Issuer Name

issuer TR THAE CRLI CAM LM —R AL, BRAENEFR X. 500 THHA.

AIFE AL CRL BEELFH2H CRL,

This Update

thisUpdate FER$EE TZ CRL 89 H . HFBAI R UTCTime 8] GeneralizedTime, XfF

At e s thisUpdate FEEMIE 89 validity FEREMA. (R6.2. 1)

Next Update

nextUpdate FERIGET T~ CRLALZHEHM. T CRLAXBEBHIUENREEH

ZHLERAEEEEMZE. LFEALE UTCTime 3 GeneralizedTime, #f F A 47 #E,

nextUpdate 7Bt MIE$5 8 validity FE BN . (R6.2.1)

Revoked Certificates

revokedCertificates FEBE— T CRPMBMIEF IR, SIERYBTHEES.

1) EBFH S FE userCertificate FERFHE D), EESEHRYE R serialNumber & H
B, ELHME5HE CARNZF—RBEAURN I CEBREERRBBHIES.

2) BEHHH YK revocationDate FB . &FRIREHMIENRMN validity FEIHAMY., (B
6.2.1)

3) CRL Entry " B(A[#%) (R 6.3.4), EAIIAHIEEREWREE, HHEERLHREH,. ¢
AUREAZRZBREMER CARZFZ(BRFSHE CRLE CARER —M . EE:
BAMBREMAZ CRL 8 CA F R MBI IEH 49 CA 2R — B3 CRL Entry ¥ REH

certificatelssuer F B,

6.3.3 CRLY¥ R

ISO/ITU fi 2 X # X. 509 v2 CRLs ¥ BB T X 23 CRLs MM HMFE M Fk. 1 CRLY-
RWBLIH A critical B noncritical. (REHNHEXBMNREP #HB— D FEAEN XBIEYT B, %
FpE5ti% CRL #TRIE.

FEMART NBEZRH CRLY B, 4 CARS™4 — CRL HV REF MBS LBRY Rit,
It CRLY BAFR.

18
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HLHESARRE
authorityKeyldentifier, JE 258 CRLY B 45iR T CA HX 4B CRL #WEYH., Y CAfHH
EANFEHRZT REERAAEESARMNFEABUR S (F,. EHEHN) . SHNEET
EFEARRABEEARELFANRFESIE. FFEN CRLs BN EFHR AL . XAREREZ
T EZFEHN (BENTEAS AEAFHEFHBED , 2 BEBAEHN. YXM CAFE
BRAEHAMTEEHRA N CRLY BEAN S EY R I-HE R ESRIFKIE CRL &
L, B MAEEREBNERS, LA REB LR authorityKeyldentifier §) 2 447 1A
RIEFEBEL M EFHE. .
R E A
issuerAltName ,3E %48 #: CRLY BFZER . A5 - 1TREMCAHNEG. M2 —BHARKE
TE issuesrAltName 8. FIEFHE NN AEXSERRINGE RN ERXTUEZ
B . CAWZE CRLs =AY B, AME A AR T4 8.
CRL %%
cRLNumber, X BU Y BFER, B— M RAMMMHFTFS, % CRL & CABIHEN CAH
FAOR CRLAFEER. ZFBWUARENERHEAEEN CRL HIEEEH B RA,
BREETREMEE— CRLERT 55— CRL, £ CRL # R ZGIE LY &.
issuingDistributionPoint FEE XBENY B . RET - T1E CRL CRL 7 H K. —
AAHERRE—-TAREE CRLYBEFAD. ETLUS CAHBRADRR, CA EREH
% CRL % . CRL 7r# f % FH B WEYIXT.
H4b, issuingDistributionPoint F Bt #§ & ¥ CRLs A 88 R 4T X & W e ik Ay ik 45, s # R &+ xt
CAUEH HERH4MATEMSFERHMFENITS. BE RV RO UHE 1R #
CRL, H# CRL B i 5 & MEMBIES CA REH CA R . Mk CRLETUTHA:
distributionPoint, Z5 i} T 4 % S & <, B8 X. 500 FRiR4LZ H 0 ;
onlyContainsUserCerts, fi JR A &, £ 8% CRL Rl &L HEEIET;
onlyContainsCACerts, fi /R & , % B i% CRL Hfu & CAEH;
onlySomeReasons,— ReasonFlag fii 8 , 588 CRL P AFHEH RS RHE ;0T
keyCompromise , 3¢ B 8 47 it 2 PR £ B 4 1 O
cACompromise, & 8 BIE BRI MEFE R CA HHM R, © LA THY CAIES,
affiliationChanged, ZHZIE BHMFENWEERRBIEB EHEMMNBRERET .,
superseded , F B ZE F 2 B E,
certificateHold, R BIE $5 40 T B RS T RESBBH
cessationOfOperation, ZHZIE B AN E LT HHTE (EHF TR THEME
IndirectCRL, fi R &, # X 2 — {8 # CRL,
EPMELEXMFER,
#E CRL #5R&
deltaCRLIndicator £—/34 CRL ¥ B, B & — & CRL, 3 FILRAIE CRLEH
AREBHEFESWEPBFRY, & CRL ATLE R W E L4 EaTE . ©RAFEELNEES
InBIA B, AR BEETE2FEEN R ENFRIS.
BaseCRLNumber #{E & B8, CRL # CRL 5515 . &4l CRL B4 g3 8 CRL ¥4 <.
ME CRLEEHER CRL YAl CRL ZH M B4R S. RERMEME CRLEH CA X
WIE.
ZPA LA AF 4 CRL il 8 CRL A% —1 CRL, EHEEHEZ MR AH# CRL & CRL 535
19
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S/hFi¥E CRL ## BaseCRLNumber, & B # CRL AN IE#. R E CRL &F -4
CRLEFESY R, MALEMM CRLY CRLFSHRERY RNE. FrMCARTXHEE

CRL A #8.
D CRLY BEAISG

F1BLTHECRLY B, ¥ 2 B4 TR&RE CRLY R,

£1 CRLYVREE
FR A Critical
AuthorityKeyldentifier HIREE CRL # CA #4]
Keyldentifier nﬁfa@ﬁﬁtﬁgﬁ;%m%‘ certlssuer ) authorityCert- No
SerialNumber
authorityCertSerialNumber 0 certlssuer —Z /A BFIE LA HE—
IssuerAltName CRL i & HE No*
CRLNumber CRL M3 & No
IssuingDistributionPoint CRL 44 AW F s 4 T MR Yes
DeltaCRLIndicator wHRE CRL IS LTI B Yes
. o« R X509 v2 CRL Al BT AR X BT BB URIELRY R, N T KHE BRI, FREH XY
BELRELEYR.
®?2 CRLYRERRAEHLNER
TR CRL TP
AuthorityKeyldentifier ol %
Keyldentifier AT # CRL @ 75 AR A ?R%;?%ﬁm&“ﬂmmaﬂ CA TR LR E
Certlssuer Y W — AR E /FF S K 3k 1 B #2 B IE # W E
certSerialNumber E - HEUBIE CRL(D
CRLNumber XFrEFTA K CRL o] 3%
IssuingDistributionPoint *® T
DeltaCRLIndicator T ] %
IssuerAltName b2 g

. Xt CRL ¥, “X " B%kE CARBHESHZT BN CRL, MEFRIE,“XH" BREFE/BELE
BEUTRMCRL, R ZFPEARTRSE, XL CRLEBRKY BE R, Y CAHEMERN . EPH
B M EEB B4 E CRL ARSI MERIIES.
6.3.4 CRLEntry ¥ B
X.509 v2 CRLs ff € X & Entry ¥ BRM T HE CRL &M M{ELNTE. 84 CRL Entry ¥
BRI AR BRI RS, WRAELHXREY R, % CRL WRIEERITHY. WREAAIR
HHy3E X% CRL Entry ¥, T L Z B .
a) JRERE
reasonCode £k X84 CRL Entry J" B 4R TIEHHMMEE . CA NMMBESERZY E.E
EPRBEBEIIE reasonCode H BN R/, FEFIZEH R reasonCode HEK{E .
»  unspecified, &3/ ;
+  keyCompromise, & ¥ 7 €7 1t I 515 SE it 0 5
cACompromise, ZH ZIE BMM M FEE 2 CA HHME, © LA THS CAES;
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affiliationChanged R ZIE B PN FEERE B EHEMMNBEEHET;
superseded , 280 AL B E W HF M IE B,
cessationOfOperation, R ZIE B HNBEC LR F R, HAEFHMR;
certificateHold , FHAUEF M4BT A BEME A, W0 RUE 4545 CRL £ reasonCode F B certifi-
cateHold, #§ 4 % F? 8L 2 I i i A IE B2 5
+  removeFromCRL, R 5 CRL — @, W M EE— M FEZEH CRLEntry.,
pug chzg ]
expirationDate ,JEXE M CRL Entry ¥ B, %8 Entry f953 i 6. #$" B AR7E CRLs F{f
B, aAgEFERA.
%4
instructionCode E4E X @1 CRL Entry ¥ B, R4 T — A Ml 4935 S 45 R, #4505 -
K8 i MR P — N RE S I Bt EREAREE, A BAE CRL A,
XBHE
invalidityDate 23X 8% CRL Entry ¥ B, BN EFFU BRI ER BSOS B, WES X
M RH. EEMPLA L CRL Entuy PHMH AMHER ., i CRL Entry PRBS E LN
MECAHMIERNBEY., TRETTURBUEL  HHZEHE CAs 585 CRL A
PAE, CAs £ CRLs FABZY B, ME K XL GeneralizedTime,
ik R BCE
certificatelssuer M CRL —E @, (B# CRL, & issuingDistributionPoint #" B ¥ in-
directCRL #riR#F 9 CRL) . IR BIRA 6 CRL 8% — 4 Entry PR, #8 4 Kk
BRRBHERIAN CRL K% . 7EE# CRLEESH Entry B, IR EE B 1 certificatelssu-
er, MIAKIE B £ E 5W—1 CRL Entry By R E4E .
CRL Entry ¥ BfEF B4

# 3 BET CRL Entry ¥ /B, K 4 B4 T AR CRL Envy T RHMEA,

#£3 CRLEntry 'R

TR A X@HSTE
ReasonCode HEESHANREE =
InstructionCode i certificateHold reasonCode —;i {f Fi , % B3 # Bl — M R 45 iF =

B ERBMITR
InvalidityDate B R0 H 3 B
Certficatelssuer E# CRL H M4 IE B FRE =2
F 4 FiRESR CRL Entry ¥ RIER

R CRL 3]
ReasonCode ZFH AR Enuy PHRE MR- LAk REETRMHER
InstructionCode ER A%
InvalidityDate b-x AT — W7 LUK R S RAE R B 1E R
Certficatelssuer a % i —ME X A% CRL B4

. X CRLEB.“IH"EHRE CARFHRATE X CRL Entry PRI CRL, MEFFRR. X" BKEE
FREBAE EHZ Enuy ¥ BH CRL,

6.4 AFHIAE#ER
RFC 2459 PHI% 6 BH RAESGINEREDIER B F 1 REH.
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6.5 BHHAER
6.5.1
FELAUT -ERPHIHFPRIFFHHEHRN. RENBEBALAXLFFRLALH RN
ERX FESERANTE RHMEM. XLHEHRALL ASN. 1 WERE X M B M A DER 4B
ek .
6.5.2 2 PKIEEAH

2z

a)

b

EEHBEABR

PKI B

BrHBEDNEH:

PKIMessage :: = SEQUENCE {

header PKIHeader,

body PKIiBody,

protection [0] PKIProtection OPTIONAL,

extraCerts [1] SEQUENCE OF Certificate OPTIONAL }
extraCerts FREARREFHARBELMIEEFF, EEHSMER P XA FERAFAK
HR.

PKI 4 8.3k

AR PKIHEMTELFERAN BT, —BLFRLAELHETLHEAEH. R
. MR PKI HE LR, X kG RURBEIH.

TEEE BB IES

PKIHeader ;:= SEQUENCE {

pvno INTEGER { ietf-version2 (1) },

sender GeneralName, - R ERE

recipient GeneralName, - IRRERE

messageTime [0] Generalized Time OPTIONAL,

- BN R (R % EFERD

— ZE X B E R EARE E L.

protectionAlg [1] AlgorithmIdentifier OPTIONAL,

- HERPHENEE

senderKID [2] Keyldentifier OPTIONAL,

recipKID [3] Keyldentifier OPTIONAL,

- REARRPHNREES

transactionID [4] OCTET STRING OPTIONAL,

- BER S, R, AR AR 0SB IATE B ¥ transactionID A .
senderNonce [5] OCTET STRING OPTIONAL,

recipNonce [6] OCTET STRING OPTIONAL,

— nonces FIRBHBE RS, B M4 HEA senderNonee; % B i B & £ 4
- D7 B 3 A recipNonce,

freeText [7] PKIFreeText OPTIONAL,

- XA RARR#EAT & T O (R BRI E T AT

generallnfo [8]1 SEQUENCE SIZE (1.. MAX) OF InfoTypeAndValue OPTIONAL
~ FIRMEE ETXHARGER

—(EFERREENATEER)

PKIFreeText :: = UTF8String
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d)
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KH B P transaction]D FER AWM BN EREB E S HERMEE, —1 RA RiFkE
RA—THZAEREFEREBLE, I THRAER AEEENAERE SFRNBMENYE
m—EH.

MessageTime FEXAWHB=EMHE. CHELFARBHRBRIEHE, L FEH DB (HE
A BE48 YYYYMMDDHHMMSSZ) , BifE#5 & &, MessageTime FERABRIEST,
sender Fil recipient FB T L} GeneralName, &S L X. 500 £5iH 4% # RFC 822 (In-
ternet e-mail) ARH 4 .

freetext ¥ Bt & X & PKIFree Text, PKIFree Text f&2 ASN. 1 # f§ UTF8String #,
UTF8String BRE—F/E, BRET ASCI, Atr¥h, PKIFree Text L% ASCII b
24,

ProtectionAlg FTAEMEZHE  URAEBNERETHEABEES LER. ¥ -HER
FRY (B, 7£ & H PKIHeader ) PKIMessage $1 7R 1 B protection FEHT), Protection-
Alg DI B WE .

senderNonce F recipNonce 7E client I RA PEREBER;CA R WF T 4% senderNonce
) PKIMessage, Bi406 00 7E B f5 0 %4 B BLIB [E] recipNonce, ZBR#EWH , senderKID, recipKID,
generallnfo BAREEN .

PKI B IEX

PKIBody ::= CHOICE {

- message-specific body elements

cr [2] CertReqMessages, —iEH R

cp 3] CertRepMessage, -~k 0 Jo7
pl0cr [4] PKCS10CertReqMessages, —-5{ B[ PKCS10]
rr 1] RevReqContent, R

rp [12] RevRepContent, -~ 380 5 T R

conf [19] PKIConfirmContent, -k

H K message-specific IE XJLHE E RFC2510 RFC2511 PE XL, BIFEHRABERLTE,
BrLUX BB ENEEE T . W3 CHh#R T message-specific EXTEMZBIE,
HAER 4 B #6# CertReg, CertRep.RevReq, RevRep 7 PKIMessage B 8t 248 ir.ip.cr.cp.
rr.rp. —4 PKCSH 10 BREHHH plor EXTEMHEAE. —THIABEHHEHEL
conf,
PKI AR
BRILIT 454, 578 PK] B IR B4R B DR,
PKIProtection: : =BIT STRING
FA%R i+ 8 PKIProtection By AR 2 T IRL# 1 DER 415 .

ProtectedPart; ; =SEQUENCE({
Header PKIHeader,
body PKIBody}
TERZHEHR T , PKIProtection FEUS A& — M FE% 4 , PKIHeader B protectionAlg 5
B E —4 Algorithmldentifier, ARBEHANEPHBFERNRFTELER.
EREFRT ANBHER . HINEELELRLEN. Xot  EABEERENEH—F 1
BEEANHERNK— PKIBody BILE;:; F—MEEAMATFXIMHEE. XMEEELRHE

HEAFENEL B ARE.
23
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6.5.3 ERABEEN
THEOBBER LA HERABLERN.

24

a)

b)

JE BB

EEWERNPKIEENET . BEE T RH— LERARN - EFENES, RB#F
—ANEBAERBRPEH — 48, CertTemplate G RIFELAIR A X &/H. CertTemplate
BEEI-TMEBFTFHIERE.

CertTemplate ;:: = SEQUENCE {

version [0] Version OPTIONAL,
~ FARFERIEHIBERAE
serial [1] INTEGER OPTIONAL,

- BAkER—MHERNFIHSRERAFTRARR P UHHEBFAE
signingAlg [2] Algorithmldentifier OPTIONAL,

subject [3] Name OPTIONAL,
validity [4] OptionalValidity OPTIONAL,
issuer (5] Name OPTIONAL,

publicKey [6] SubjectPublicKeylnfo OPTIONAL,

issuerUID [7] Uniqueldentifier OPTIONAL. -- not supported

subjectUID [8] Uniqueldentifier OPTIONAL, -- not supported

extensions [ 9] Extensions OPTIONAL,

- BAEHEREFREREBERANT R

}

OptionalValidity : : — SEQUENCE {

notBefore [0] Time OPTIONAL,

notAfter  [1] Time OPTIONAL

}

CertTemplates :: = SEQUENCE OF CertTemplate

1N CertTemplate H B, validity 55 Bol 38 75K iE $ 897 R & i B #3 (notbefore S B ) 13
#% H#3 (notAfter), 3t CertTemplate $139 validity F B FIEH F B9 validity FERWEBRNEMR .
(R52.D

SRR HRFIEN

ERFATETEN CAFEREESHFRPEEAETHNTFHELA0RYS. XE2EL
ProofOfPossession FEEFXLHY .

WP RAFH &L, W ProofOfPossession $1 i) signature F B SLBAY, % signature
£—A POPOSigningKey &5, ZE&EHNATHARE . —THEEFARN—-1TEA.

A SIEE D DER 45 H) poplnput, B R BIEBHR PHREERY . X, EAE Cert-
Template B AL MAE, H—AFHEERFREL L mac BiES . B RABHT £
%4 55 , poplnput £ 7 Bf POPOSigningKey %49 #9 7] 2 BB CertTemplate BB A 501
B. XA RA BB LGRS CAMAAKE CertTemplate,

ProofOfPossession :: = CHOICE {

raVerified [0] NULL,

- 4 RAEZRIETHEREWFHNAASER
signature [1] POPOSigningKey,

-~ APfEREREH, R EE LB ER
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keyEncipherment [2] POPOPrivKey,

— AR AR
keyAgreement [3] POPOPrivKey

- AARHER M A
POPOSigningKey :: = SEQUENCE {
poposkInput [0} POPOSKInput OPTIONAL,
algorithmlIdentifier AlgorithmlIdentifier,
signature BIT STRING }

- %t poplnput & DER B H% & (f "algorithmldentifier”)
— R WERTE pop FER B H poposklnput, poplnput BiH otherinput #4 % .
— f5 poposkInput YA H B, THAE CertTemplate FHLF.
- R Poplnput HmBERA SR,
PoposkInput : ;= CHOICE {
Subject name,
Sender [0] generalName,
publicKeyMAC [1] PKMACValue}
- pop M B EE T poplnput W41, PopInput BIZHE X T «

Poplnput :: = SEQUENCE {
CHOICE {

otherinput popskInput,
subject name },

publicKey subjectpublicKey}
— 5 poposkInput 7F pop B i #HY3E » popInput Bt A otherinpu # AL . AR poposkInput
AU, EEBRE CertTemplate FHZF.
— & Poplnput I RBEEFEIHM.
EHFRHEL
CertReqMsg BiF BiFR B A4 #H . CertReqMsg fj =N F B M B A SEQUENCE , cer-
tReq; pop; regInfo(T#) ., certReq 2%l CertRequest, pop 15 TIEEAME RHAMFE L,
reginfo & THENERIBRHE LR . reglnfo FERETHEM . CertReqMsg :E LR F D.
CertReqMsg :: = SEQUENCE {
certReq CertRequest,
pop ProofOfPossession OPTIONAL,
- A bR AR I AT L B R P A B R T BOR
- HEFFEEEZLERN MEFRAHH
- ERBZREEEASLFEAX, MEFRLAH R
regInfo SEQUENCE SIZE(1. . MAX) of AttributeTypeAndValue OPTIONAL }
CertRequest
CertRequest B4R ATE . & KA, IE HHEAR, ATEEMEHEE.
CertRequest : : = SEQUENCE {

certReqld INTEGER, - FSR L B 7ok MAEBL Y 1D
cert Template CertTemplate, - BEEMIES PR REER
controls Controls OPTIONAL } — #EH & H— &R H

certReqld £ — INTEGER, certTemplate £ CertTemplate ,controls 852 X3F .
25
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&

e)

CertReqgMessages

CertReqMessages J&— W E 4 CertReqMessage R K45 H0 .

CertReqMessages :: = SEQUENCE SIZE (1.. MAX) OF CertReqMessage

FirAET, Cel\'tRequssages AT DB R Y B — 4 CertReqMessage 4 fL A SEQUENCE, &
MAX /[ LIsE X R 1.

Controls

CertRequest l= 4 E M UAE—TREESERLHA control i,

Controls : : = SEQUENCE SIZE (1..MAX) OF AttributeTypeAndValue

TF %1 control FEIE B B (CMP) B & & X : regToken; authenticator; pkiPublicationIn-
fo; pkiArchiveOptions; oldCertld; protocolEncrKey, #E B4R LHHM 1 FE H 0, XL con-
trol A #E R, X% control § OIDs 1 F . KRR FEM control (oldCertld, regToken,
authenticator, pkiPublicationInfo, and pkiArchiveOptions) 75X B ¥ & #iif .

id-pkix OBJECT IDENTIFIER .:.= { iso(1l) identified-organization(3)

dod(6) internet(1) security(5) mechanisms(5) pkix(7) }

-- arc for Internet X. 509 PKI protocols and their components

id-pkip OBJECT IDENTIFIER .. { id-pkix pkip(5) }

-- Registration Controls in CRMF

id-regCtrl OBJECT IDENTIFIER ::= { id-pkip regCtrl(1) }

id-regCtrl-oldCertld OBJECT IDENTIFIER ::= { id-regCtrl 5 }
id-regCtrl-protocolEncrKey OBJECT IDENTIFIER ::= { id-regCtrl 6 }
BimEEHER

MBHFEME, I MEEHRH AR T CA FEXF CertRegMessages B Wi R i 17 10 % Ky
FH.

YCAREZADBFEHNEEATENFONBERTUERX —BH. XLEFEAKE CARFE
R R AP EEREEN.

protocolEncrKey #5354 i1 /8 tE 25 % B 44 id-reg-protocolEncrKey # OID R E . EHEKIE
#:J& SubjectPublicKeylInfo.

PKI i QRS
RAEMEEEESAE - EREFER. EXWTHRME:
PKIStatus ;: = INTEGER {

granted 0},

~ERBEET . BREEE

grantedWithMods ),
ERBBGH,EEE; AREAKREEE.
rejection @2,

—ERBIELE

Waiting 3>,

B BT RAE AR AL HR , A S H 2 B b — 1 i
revocationWarning “,

~HATEE RPERIER, EELE.

revocationNotification  (5),
—E . EamE
keyUpdateWarning (6 }
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AAR %K B KeyUpdateWarning REH.

KMELR

W EERUTRERBELRUES.

PKIFailurelnfo ;:= BIT STRING { - BN& UM AR EEK!

badAlg 0, - AERHIRAE I HRER
badMessageCheck ), - SERMERERB B, BEBIER
badRequest (2), - ESABEATRIE

badTime 3, - messageTime S RGN EHE KRS
badCertld @, EBEREAE

badDataFormat (5, - BB AR

wrongAuthority 6, -~ K P B9 authority HIuE R 2 A [
incorrectData N, — R EHBEAN (EAERS ER)
missing TimeStamp 8, - BARE. EREREE

badPoP ) - AEERFREERM,

- HEEEHKBES)

PKIStatusInfo ;: = SEQUENCE {

status PKIStatus,

statusString PKIFreeText OPTIONAL,

faillnfo PKIFailurelnfo OPTIONAL}

LN

HiA B L7 PKIHeader PHFHBHERFR . B, ZBELEHRATRNZE.
PKIConfirmCotent: : = NULL
HEHIR G
HT NP E NS, RAT Cerld 4510
Cerld: : =SEQUENCE({
issuer GeneralName,
serialNumber INTEGER}
Centrally Generated Keys

AIRREME MBS ETEEMEEH MBS T RS CA, sit CA A Certified-

KeyPair &5 ZBIES .

CertifiedKeyPair : : = SEQUENCE {

certificate [0] Certificate OPTIONAL,
encryptedCert (1] EncryptedValue OPTIONAL,
privateKey [2] EncryptedValue OPTIONAL,
publicationInfo [3] PKIPublicationInfo OPTIONAL }
EncryptedValue :: = SEQUENCE {

intendedAlg [0] Algorithmldentifier OPTIONAL,
- the intended algorithm for which the value will be used
symmAlg (1] Algorithmldentifier OPTIONAL,
— X — value HIXSFRE B

encSymmKey [2] BIT STRING OPTIONAL,

— BN X — value B BREH (2 )
keyAlg [33 Algorithmldentifier OPTIONAL,

27
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6.5.4

28

a)

b)

- ISR B E AR B
valueHint [4] OCTET STRING OPTIONAL,
— encValue P25 9 R 2 1 R sAR IRAF
- (AT B R0t R B EA B XX 283k % 3% £k 5T EncryptedValue B 576 7 )
encValue BIT STRING
- MEH value}
HHME B
BT EHIMEE — A CAWAH, BAT OOBCert £545. OOBCert HE—4~ CA MIEH.
OOBCert: ; = Certificate
HHEBENBBEEH
A/ AE AR
EMRAIESFERE L (@& —4 CertReqMessages MWLM, ZLEWMAE T ERIEHH
HERE.
CertReqMessages & CertReqMsg G H1— B EANFF)].
CertReqMessages : : = SEQUENCE SIZE (1..MAX) OF CertReqMsg
BINGET, ASRE B E N E H R K CertRegMessages {1 — 4 CertReqMsg # SEQUENCE,
A bt 35 4 4% E 45 R0 8 A A T 3% 3 5 W R BoR CertReqMessages £ k/h K 2 #y SE-
QUENCE, #4755 R bt & B AEH AR E,
T M /AE 5 0 L
T A 05 187 98 2, (cp) 4B & — 4> CerRepMessage % Hy (— ] 3 A 4 4 fl — 4> response) . 4% 3
L AR M B E YN ES BRI R —4 CertResponse 55, —MASNRESTEES
ERMMEE R H RGBS ZFFHEMT AR E RS S, BEH R CertRe-
sponse B FBLRIFFF .
CertResponse & — K id, REFE B —A CertifiedKeyPair (A] #£) ., CertifiedKeyPair
B—TREANANEFEAFN, WA RFERSHNE: —MER, P ENEES. - TE
ERAURAFEL, RiRgET E S F B A HEE CertifiedKeyPair B, XM =4
FHEBREFEYR A B PrivateKey, AR FRYRE A,
CertRepMessage : : = SEQUENCE {
caPub £1] Certificate OPTIONAL,
response SEQUENCE OF CertResponse}
CertResponse :; = SEQUENCE {
certReqld INTEGER, -5 48 5 #3% R A 1L i
certRepStatus PKIStatusInfo,
certifiedKeyPair CertifiedKeyPair QOPTIONAL;
— B YARA N granted B, grantedWithMods 7 H1E
rsplnfo OCTET STRING OPTIONAL
-- analogous to the id-regInfo-asciiPairs OCTET STRING defined
— for reglnfo in CertRequg [CRMF]}
R certRepStatus 1 8 faillnfo Bt , CertResponse ¥ R & certifiedKeyPair 3 H certRep-
Status FER I status KE M rejection. status FI{E R waiting B, TR FEMAB R B K.
status [J{B revocationWarning # revocatonNotification R&fEHE P HE.,
caPub fl rsplnfo FREAFTEN, WA TITHRH BT UE R, FFRFRER Ceri-
fiedKeyPair # #§ encryptedCert I publicationInfo F &,
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WEFRG AR

LR —MEB RAUTHIELN . HRE W4 F7E PKIHeader F R,
RevReqContent :: = SEQUENCE OF RevDetails

RevDetails : ;= SEQUENCE OF {

certDetails CertTemplate,

~AVFERE R TREE K98 E FTE RS 0 B SR (B 0, A AEF 5 S )
revocationReason ReasonFlags,

-~ 3 H DAM, X# CA stHi#E %A Dist. point

badSinceDate Generalized Time OPTIONAL,

-- indicates best knowledge of sender

crlEntryDetails Extensions

- BRAY crlEntryExtensions)

ReasonFlags 58 X WM B. AERRILXEEHHRH—H.

ReasonFlags :: = BIT STRING {
unused ),
keyCompromise 1,
caCompromise 2y,
affiliationChanged 3),
superseded “,
cessationOfOperation (5),
certificateHold 6,
removeFromCRL @}

badSinceDate I revocationReason /R I {5 8 7 LATE crlEntryDetails 5 418 R R i 3k, fi
RItREmr X 509 CRL #"J& invalidityDate #l reasonCode, ##RIfLE R crlEntryDetails, R
HAERERY CALBEAMUBNELS. YE TR EENHE EHREOES. YHHE
RARLECE . CA NEEHAKERENA.

R A

L3 F RO BLES LT RIB S, IBERRATHERE.

RevRepContent :; = SEQUENCE ({

status PKIStatuslnfo,

revCerts [0] SEQUENCE OF Certld OPTIONAL,

- R BRI

crls [1] SEQUENCE OF CertificateList OPTIONAL,

- PER G RMIMRLA RL)

TEBIRER  revCerts B— P EEN CertlD FEREI SEQUENCE, crls FEH A H I,
PKCS# 10 iEH#H R

XAERERAELE RFC 2314 P E B HEELERELERE 8.
PKCS10CertReqContent ;: = SEQUENCE {

certificationRequestInfo CertificationRequestInfo
signatureAlgorithm SignatureAlgorithmlIdentifier,
signature Signature}

SignatureAlgorithmIdentifier :: = AlgorithmIdentifier
Signature :: = BIT STRING
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CertificationRequestInfo: : = SEQUENCE {

version Version,
subject Name,
subjectPublicKeyInfo SubjectPublicKeylnfo,
attributes {0] IMPLICIT Attributes}
Version ::= INTEGER
Attributes ; ;= SET OF Attribute
Attributes ¥£ RFC 2985 R E X, N T HRIEM X Attributes E"Jiﬁ:%—jﬁﬂg B
T A LA,
6.6 PKI®S

6.6.1 PKIEEHEH R
EEFRMANBT PKIWEEDISE - EMER. EFAHBITL. OFERRTHRERRS W
2%,
CARAMIEHHAEMELAERMBANTEESF.
F CA 1 RA 38 EFE—# R XL RA i PKI =5, CA f1 RA 2 [ 974 B a7 LU Z B 4,
6.6.2 RA ZRKTHER
RATLIER CA H—MAREIARFARELTES. X1 BHRSNGT. S5 KW TkEg
WHESBINEILHREX RO E-ITELBUEPH RABBE—-IAH., £ % . RAET
MEZHELM CAFRIEH, B CAEL ISR EBRERNBHELHEELN RA, BHE
RAGE #7505 2 AR SRR A CA B 204 R BT A & B9 45 G R 48 o 7 4 25 4 ot I 38 40 65 4 17 b
S AR AT L BN CAKB., BHES RAH CAREBABEE, EX/MTBRPEE=S&
HE.
a) M RA 3 CA MIEHIER
RA #17 — PKIBody % cr §f PKIMessage. 3 PKIHeader @3 FTFHIfEHE .
- pvno & 1;
transactionID 2% RA BF X3 5 M — K3
messageTime 2 24 BT ¥ 5% B 70 A9 B 1] 5
sender ££2 RA B0 8R4 ;
recipient & CA 0T 3 &;
protectionAlg B AXFIFZHEME BB EMNEERAR
XA TH BB B KR CertReqMessages, BE—PH £ CertRequisage FEMFEF. T
XFE%F ,CertRegMessages £ —~ CertReqMessage B ¥ 5. %4 CertReqMessage ¥ 3 5
MFER:
certReq EHHREFBE/EEILERPHEL;
pop HEHE T X HERBHHAMNE .
FARMER R X AR EAR T ES L FHX R R W LR m H . ERHTELR
SRPHA MR R, R RASREH B84 RA B8 T 44, popoSKInput 3R i 8, 3t H
ETERGEESL., EM RARERFESL I 4 pop BEHERFBTHTHL 5. #4
JREEM 6.5.3.
certReq & CertRequest, B f&—4* certReqID,— CertTemplate il controls BIEF] ., Xt Fix
NE 55, certReqlD A DA R/F 3 5.
CertTemplate B & H M T {58
version & v3(2);
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subject 2 AT
publicKey 2t T HIEHHAH AL P FR =L HHM WA CHELTE;
extensions 2/ E T HUEHH X MIEFH KB K OID,
nF B B LA & 7E CertTemplate H1:
signingAlg #$@ T H RS BHE Y,
subject 3 E THEEBHFEEMNHIE.
HRAMEBENTHER:
issuerUID;
subjectUID,
PKIProtection % Bt & A MR 1 Bk f0l§ B4& 8 DER HISFAHEKN RAMES.
M CA 3 RA gIE 35 [l jif
CA ¥3E Bl LA TT#E cp N PKIBody i) PKIMessage # RA,
PKIHeader @M T{ER .
pvno & 1;
transactionID 5 cr i B # #Y transactionID A ;
messageTime £ 24/ K5 ZIRD A9 B 18] 5
sender & CA MITTHESI 4 5
recipient & RA B AT BEH 4 5
protectionAlg EFRBIZH BN ELEHENWEER AR,
414 senderNonce 7EIE $5iF R IR M T , A8 23X 4 [8 57 19 7 8. 3k b7 %% o AE B recipNonce,
PKIBody 70 cp & CertRepMessage %, %t T iX 4 F 45, CertRepMessage i & H HE— K
response B ., % response FE B —4 certReqld.status #l certifiedKeyPair B F%l. HFE
CAMET—MES HBAKBETEMNTHE:
certReqld ¥ 55K H #Y certReqld PLEL;
status ¥ & granted B #H 2 grantedWithMods;
certifiedKeyPair I ZELFH - F B
2005 HIEH .
UE 45 00 751 B 40 °F 4 R
version B Wi v3(2);
publicKey FEBM K5It HHE R FMHARERE CAF-ANLS;
3 A ¥ 9 4 B2 S E B R AR
Bk ELFHZR CAHRHNE;
5 notBefore tH BLFEIE 7R 7P, iL B M AT K B M notBefore i 2 A MM EZ
JEER 8
+ IR notAfter IMEIETE B HR L IE B KA E H R AT .
E 5 R Z AW T R (extensions)
subjectKeyldentifier 4 ;
TE certificatePolicies B & B /P B IE—MEFH K H OID;
f24% Keyldentifier 7Bt AU E PR IRAT .
MBEEHERGEPEE T HEARIRG, BB LIEH A subjectKeyldentifier BT
ZRERFARIRG. WREE B A HEHR IR, CABHEE AP K 96 f SHA-L
#F B BAE K subjectKeyldentifier Bt 1 Keyldentifier, 8% eR¥R @t 3HE B Fi& 2
HFBHECREBREMKE #1TTER .

certificate, ¥ & GB/T 16264. 8—
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c)

WRME HHIEBBEE CRLs R4 X. 500 B R W%, IE BN FF issuerAltName 3 &
f§ URLs L4 X% CRLDistributionPoints #" & #1# distributionPoint FE& ,
iR status & granted M grantedWithMods, B 4 faillnfo FEE 0] LIARFETE .
HCAHETHER NEXFRLETUTREEL:
status ¥ J& rejected;
faillnfo 5 B A0 & HA I 89 45 2 7 «
& badAlg Uil CA RBERIEE R, WA ERMAF LR RIBRELIHF,
@ badMessageCheck i8] PKIProtection FFE #1#9 mac #5186 % ,/H & R ICEE,
& badPoP 8} popoSigningKey FE P M ELELHARE HERLE,
@  badRequest YLEAMAN H A AT BAXHFRFESFR,
&  badTime UiHI ¥ 2 3k B 1) messageTime 5 Bt o iy i (8] 55 i) o7 3 A9 3 45 6F 1) 2= 1
KK;
MR status 2 rejected, P4 certifiedKeyPair EEB B[ IR HIR,
PKIProtection F B &K B IEH 8 LM B k8 DER RBEFIIHEMN CANEE.
HIATHE
— B HWE cp,RA M4 PKIConfirm JH 8., HiAiHEH PKIHeader 1 EIERE T mes-
sageTime Z4h, B % 5E 47K 1 8 #9 PKIHeader 1 (IR ARR .
PKIProtection FER&H MW B LMH B 1509 DER HEFIH B RAKNES.

6.6.3 LM AREMER

— KA IR MR E A NN E CA HRABES, T LI H#E MR CA FF—MHMIES.
TREA A B~ PKI ir  BRERFIES  HEH B F & FEHFR P A AMN BRI NHE
B, A RA 240 — M E F$I M SHA-1 HMAC J 3434 PKIHA.

MR CARZBREMER.EHBE— ip BEKERRAE. ZHELFTEBREF S HE
HRENG.

32

a)

b)

RA 5xfH# s E45
AREMFFEHBH IR RANLEZETH - M EZNREFEHFE. SO
B — N BIATERS . CA BES X SE (& AT IAGE .
REREEX M ESWABHAFTAER, HEBFHEANTRE CA WLPEBNE
Di—F e fE R s T,
MIEBHHE EE CA i AR EMFR
R #H B 5L — PKIBody % ir ff§ PKIMessage, PKIHeader &N F {5 &«

pvno & 1;

message Time J& 24 5 55 5 B #0 & B ji] 5

sender RIERE KT B G R~ RF L,

recipient £ CA MW #H)& ;

protectionAlg & F SRR IH B NS 2B EHE BRRALK.
XA BB B CertReqMessages, 12 2 — 8L £ CertReqMessage FERIFEF], WF
X~ %, CertReqgMessages £ — 1 CertReqMessage #JF 5. X~ CertReqMessage ¥ 335
WTFRELR: .

certReq A EREFEBOLESHIEBPHEEL;

popoSKInput €& /47 #9 mac {H 5

pop WEHA T XHEBHHBNAE .
Ko pop 3@ i35 CertTemplate F1 # A GIHIRT 3 Y BA 4R 7= 4, 7= 4 pop M A BB RIS
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popoSKInput /A4 mac {1 CertTemplate A A EH
certReq £— CertRequest, 2 £ —1 certReqlD, —7* CertTemplate I controls £/55]. X
FEAEF: _
certReqlD L {8 4% ;
certTemplate f&— CertTemplate, F 2 345 X B iFE 5 R4 A 4989 publicKey B
controls ¥ & B .
CertTemplate S HMTEL
version & v3(2);
publicKey 34t T#HIEH A
MFHE B LB &7E CertTemplate H1:
signingAlg THETHRE LB,
subject #§ € TR EEUE BIRFEE EHW TR IS
«  extensions EAE T GiEHH XHIEHREgHy OID,
BRANZEBEOTEE:
issuerUID;
subjectUID,
PKIProtection A0 & — &R EF AN RA B WA E-E9E. KHEAA RA K
B — 96bit B SHA1-HMAC, protectionAlg A # & &, SHA1-HMAC, PKIPro-
tection FI{E R %2 96 ALH I BIAER . T3 PKIProtection #7345 A2 40 T 4B 45494 DER
o
ProtectedPart; : =SEQUENCE {
PKIHeader,
PKIBody}
M CA BIEHiERE 80 B B MG R 0 B R
CA & [6 2 iF % 354 & — 4 PKIBody % ip # PKIMessage 7 5. PKIHeader 2 & {1 T
HR:
pvno & 1;
message Time F& 24 Bij ¥ % 20 #0449 B 4] 5
sender & CA B[ B4 5
recipient B HER B L sender HHH;
protectionAlg & FREIH B NS R EEMEBILIRRF
ISR ir B FEME T transactionID. X B B B9 T B 3k EP»[%@!%]—]#E}(J transactionID, #R
ir I EPHMT senderNonce, X [ 57 K7 1 B 3k P 440 & recipNonce,
PKIBody JG¥ ip #& CertRepMessage K&, IR CAMER T —NEH . HEBEESHFUNT
fGR:
status Y & granted B H & grantedWithMods;
certificate L F A GB/T 16264. 8—2005 BYIEF.
MR status & granted B E B grantedWithMods, faillnfo 18 7] A RIETE .
MR CAELETHER HELBEENTER:
status i & rejected;
faillnfo {3 & & 2 B8 R AAG
€ badAlg IR#] CARBRIEZES , BB EF IR LB R R ERE,
@ badMessageCheck %89 PKIProtection B P #) mac #E# 5% , (B R R ILEL,
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d

& badfoP 8 popoSigningKey FEIH %5 4 B £ 8K, AR FITA,

& badRequest YLBINIRN H R AT A LHKEFFR,

& badTime B34 B 3k ¥ 89 messageTime F B o 44 61 {5] 5 W B # () R G 54 8] 2 51

KK,

& badCertID KB CertDetails o #15 8 Tk B € — R 1T 5 R B WIEH 5
SR status & rejected, certificate S AT BEARTETE , MR FFEIE BT ZBM T 6. 2. 1 HiE XWIE
BRE.
IEBRZAIENT P B (extensions) ;

subjectKeyldentifier i ;

TE certificatePolicies F & & DU $E —MEH H B OID;

1235 Keyldentifier 7 B AU B 4H40 IR FF .
WRE ir HRPEE—TEENFEHRR, IAIEH M subjectKeyldentifier ZF B B Z 5k 2
ZEGGAS. WREEREREBHRIRK, CA KA E A48 96 7 SHA-1 85 K3
fE4 subjectKeyldentifier B ) Keyldentifier, P B EIEFF T E LT FBRHHE
(AEFEFEMKEITESAN.
IR ir WEHLE THR subjectKeyldentifier Z SN H ALY B, CA B H S E B ZY B,
IR R EWHIEH K E CRLs RRM X. 500 HFMWSH, EBHMFF issuerAltName § &
#9 URLs 4 & CRLDistributionPoints #" BH Y distributionPoint FE& .,
PKIProtection FE&F R W B LA & k# DER FBFFIiTE W CA BEL.
FIATHE
— B U E ip, iE BIFE H B4 —4 PKIConfirm B . #IAN B #) PKIHeader & f %
PEBR'T messageTime Z 5t , B % 5k 45 7% K H B i) PKIHeader @95 IEA A .
IRIE R HERZ  PKIProtection B FERFHENEFEL  AASHFHERIE BB M
BAXMEBLAMEEAM DER RBFANREYL ., MBEFREIEL, PKIProtection A A
SHA-1 HMAC, # Fi 3t Z 8 % %4 1§ B L #1H 8.k 1) DER %It .,
— B4 8 PKiConfirm,CA R /= 4 — PKIConfirm 34 £ . #ik 1 B 1 PKIHeader F1#9
BB T messageTime Z 41, B 1% 5iE B3R 2 #9 PKIHeader B B .
PKIProtection F Bt & A R H B LAl B ks DER BT EM CA BESL.

6.6.4 EHXKREREMRFR

—AEEARLEWEBRAEE ERUBME RN HEE CA HAG I, b7 L E #E A4
CA HE—AFWIER, HREEER—N PKIcr HERBERFIES  AEHBFEISEBHERF
ST R SIR B A E W . SERFH RA R — D B EHE A SHA-1 HMAC 3k {3 PKI

HE.

MR CAERAREMER, EHEE - cp WRBUEBHFRE. AHLAFIEPREFF LM
HIEERB.

a)

b)

34

RA 5kt sbH 5
B RN B FIE RS 2L RA 3 — A EENBEEHALEITS. SN EHRER
A — N B ATERS , CA BB Xt S (R EFTAGE .
XEREEXMHAESHABYAFAER. BERFHEHAMEE CANAHRFEENEZ
Y—R A i G 3 a ik,
MIEHFE &7 CA B HRFEMFHR
R F @ — 4 PKIBody 2§ cr () PKIMessage, PKIHeader B35 T{5 8 :

pvno & 1;
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+  messageTime B X AT 8BRS p0 6t E] 5
*  sender R IHRE BT 5 4 R— B FERA b a5
recipient & CA BT 3 5145 ;
protectionAlg B FIRBFEBNEL B ENEERAF.
XA B B AR CertReqMessages, B & — B %4 CertReqMessage FERMFF], T
XS, CertReqMessages & — CertReqMessage f9IF 5., X CertReqMessage #f3%
MTFER:
certReq B H AR EFBREEERPHE L
popoSKInput & A4 mac B ;
pop iEB T X IE BRGNS .
HH pop BiE TS CertTemplate A7 A9/ 83X B 9 FAGH K 7=k , 7= 4 pop B A SR B8
popoSKInput #1240 mac {§ f1 Cert Template FHIA4H
certReq /£ —4> CertRequest, & &— certReqID,—4> CertTemplate Fi controls BJF 5], X}
FEAESE:
certReqlD BAL(# ¥ ;
certTemplate & —4> CertTemplate, 3 Z /035 7 FriE HRE A1 publicKey FEB .
CertTemplate B & H M T E :
version & v3(2);
publicKey $#4t T HEH KA.
WMTF BE 8 T A& 7E CertTemplate $1;
signingAlg tf B TH RS R B
+  subject #HE THEIEBHREENARINA.
extensions B E T HIEHBH XHIEH KK OID,
HERARMZBENTHEL
issuerUID;
subjectUID,
PKIProtection #if & —MEREF AN RA REMNHE =L NE., THEMH RA BRI
B — 4 96bit 1 SHAL-HMAC, protectionAlg B % % i SHAI-HMAC, PKIPro-
tection BB %R 96 LAY BIAERS . 18 PKlIProtection % A B I T ¥ #E 45 # & DER
Hild .
ProtectedPart; ; = SEQUENCE {
PKIHeader,
PKIBody}
M CA BHESEKE 59 B 3k HHE K i E R
CA ¥R B B E B35 F #— 1 PKIBody # cp B PKIMessage § B . PKIHeader @& T
fn
pvno £ 1;
messageTime & X4 AR B3 B0 a4 b 5] 5
sender & CA BIRTHEHI 4 5
recipient FAlF %K 15 B3k H sender BHIE
protectionAlg B R AP HE NS LB ENERIR AR
MNP cr HEAPRMT transactionID, X4 F KL &k *HEE‘I—J# f#) transactionID, #NHR

cr 14 B IR T senderNonce, iX 4 @] 57 5 14 B 3k F W3 & recipNonce,
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PKIBody ST cp £ CertRepMessage %, MK CAME T —MEH, HREEEEMT
ﬁ4§\:
status ¥ & granted B F R grantedWithMods;
certificate & %7 # GB/T 16264. 8—2005 RyiEH .
I status B granted E & grantedWithMods, faillnfo AT AR AL,
MR CAHALTHER. HEEKEETAMTEL
status ¥ & rejected;
faillnfo 48& 38 X 145 IR U5 .
badAlg i8I CA RERIES S . B AR EGRFLE R REASLHE,
badMessageCheck i8] PKIProtection F B H /] mac K3 , H R A IGE,
badPoP #£# popoSigningKey FBHFHE A LEHKHE HERLHE,
badRequest B0 B & N o iF A X IFZ B FER,
badTime P88 1 B 35 B messageTime 7 B =P i) B 8] 55 0 5% & 09 2 45 54 18 22 3
KX,
@ badCertID %9 CertDetails F 8{% B RE W E—NRTH RBHEWIESH;
R status f rejected, certificate 3, A BE R, N RTFIEIE B AL L HM T 6. 2.1 g LHIE
FEE.
B AT R (extensions) :
subjectKeyldentifier 3 ;
FE certificatePolicies FEH & D3 —ME B K#EH OID;
f1#% Keyldentifier B MR B AR AH .
RALE or B PHE —MEE B PRI, I ATEF M subjectKeyldentifier F BN XL &
BESAR A, IR B A B SRR CA B A (kA H189 M 96 £z SHA-1 B3 ¥
fE % subjectKeyldentifier 2B 1 #Y Keyldentifier, IR B IE B R EHAAFRNE
(REEFEMKEITERIMN.
ME or AP E TH subjectKeyldentifier ZA M EMY B.CABBEUREZEZREYE.
MR K E WIE B CRLs R X 500 BRRF B RN EH issuerAltName & F
) URLs L & CRLDistributionPoints ¥ J& % & distributionPoint F g,
PKIProtection ¥ B & A RIBIE AL MW B4 DER HHFFIHERN CAWES.
d BWABEE ;
— BEWE] cp, I HIFH F R %F4E—4 PKIConfirm 8 . HIAIH S # PKIHeader 1 H %
BT messageTime Z 4, RIi% 5 E $ 7R 1 B 4 PKIHeader FHEIBAHEF
MR ERPEZ, PKIProtection BAZIEFRAENRFESL, FIH HHWEZIE-SX R
AT B R FE B AH DER R FIITEE L. MR REIES, PKIProtection BB H
SHA-1 HMAC, ) F St 5 5 % 59 3% B 3k f il B4k ) DER % HH .
— B #4 P PKIConfirm,CA R %= 4 —4 PKIConfirm 14 &, #iiAJE 8 & PKIHeader 11
BHER T messageTime Z4h, 5 %5 1iE 5 K 1 8 89 PKIHeader 1B .
PKIProtection F B & AR 4 1 B 3L M 87k 4 DER HBFFIHHEMK CANESL.
6.6.5 EHEH
WA SAAMEEEE N R EREIESH PKISARUEERZIERNELR CAEREXR
— BB E . PKI S A PKI kr(Key update Request #5431 f i) 1 B, B P QE TIEH S
ERAIRL B pop. $RJG PKI LM AA SGEH A% iR EAX PKI ke 1 BHITEA .
#NE CA 9 CPS XHFEHE . W CA ;& E kp(Key update response B4 EHH MW B HE . kp H
36
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BAETHESHESREREFRBHNBG.
WRFAE BN E R, WA REF BT LN E . 5050 PKILERERBFKIESE, 4 CA
REHIARE CA W ENE—MHAEL.

a)

b)

MIERFHEED CA HIEFEHHIEF
EBIEH & 4 5 PKIBody £ kr i) PKIMessage, PKIMessage ' #) PKIHeader @35 7 I T
1’” B

pvno & 1;

messageTime J2X5 & 2L B 24 T ] 5

sender RIEBRH HFW A FIEZ;

recipient & CA BT ¥ 514 5

protectionAlg 2 FRIPHEELE L ID,
i B 6 R CertReqMessages, B— & £ CertReqMessage HE K FEF . H TFEHEEFE
% ,CertReqMessages REER MK T — 4 CertReqMessage /53 Efﬁ E\ CertReqMessage
FEETUTHER:

certReq W& T HIFHERGELAERPHEMELR;

pop B FTE 3 24 85 (9 X B 89 pop TEH .
pop AR B publicKey BB A M B M AHF= 4K .
certReq & CertRequest, CertRequest & H1— " certReqID,—4" certTemplate 1 controls Fi ¢
BT . MFIEREHES.

version MR v3(2);

publicKey # 2 HFHE B HI 2440
CertTemplate FRIRERIE T M T E A

signingAlg 8 T H N E BB IE;

subject MR B KEBFAHEWATHINE .
MR B F®A signingAlg, HB4 CA LAEAKREEMNAHNMNEERES.
HiEPANZEEFBENTHER:

issuerUID;

subjectUID,
PKIProtection 3% & & FJ 24 B 75 S UE 45 89 33 B RS 39 14 B L F1iH B 6 49 DER BB EEHE S
R,
M CA BNEHReA H 49 1L 5 S Hr e i
CA 4% i PK1Body £ kp #) PKIMessage, PKIMessage $ ) PKIHeader 03 T T{E L :
+ pvno & 1;

messageTime 2 ¥ B B #P 19 X {7 6 5] 5

sender & CA HIT H M4 ;

recipient RUEBRFE FER P E , LR kr 14 B9 sender;

protectionAlg B FRIFHBELEE D,
1R or 4B 5P B transtionID, W) CA. 557 8 K B 94 B3k s 245 IR 69 transtionID, 41
7E senderNonce 4 8 F B senderNonce, M| CA B 57 i 5 £  B 3L A N XA HE R B9 recip-
Nonce,
7t PKIBody #1, & kp L& . kp & CertRepMessage #&3 . ik CAZR T HIEH . EHBE
PR AEMTER:

status J& granted (& grantedWithMods;
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o)

certificate R HF A WA GB/T 16264, 8—2005 iF 4,
FEBRMIEBMAEBENMTY R

subjectKeylIdentifier 35 ;

% certificatePolicies FBR h E /35— MFHEH OID;

% Keyldentifier & — A PLH B4R T .
certificatePolicies " BRI Z M LYFMARIEH—H. WRE k HEPLS T HYRRNEE,
DY 45 o 57 oK HoAU & 7E subjectKeyldentifier; 31 B8 A 2 S 4IR R4 E &, ] CA R X
TEH2A 815 BT BAK 96 bit B SHA-1 S 1EN subjectKeyldentifier Bl , 35 E 8 £ 3HE
FRHERAARITIHEN, FOERSMIKE.
IR kr {58 FHE T subjectKeyldentifier Z 5 HIP 8. CA UM KA T BELSATB
MERE .
MREMECERT CRL AESAE MY X. 500 HRH BB, WHIE B + KL issuerAlt-
Name F143# URLs {5 &, , 7£ CRLDistributionPoints ¥4 1 f3.3% distributionPoint i .
4R status B granted H#F grantedWithMods, W] faillnfo AR FF7E .
MR CAHELRPFMEH. HEKABUTER:

status f& rejected;

faillnfo B T AT AN, TR
badAlg Fm CA RXRHHER AR ke FEEHEBE L,
badPop 7R popoSigningKey MM E & FH %,
badMessageCheck /R PKIProtection 8, % & & 1%,
badRequest RR Bl & R EZIHFRE R R FEES,
badTime 3 7R 1 B3k F iy messageTime A [ 1 [€] 57 2 i) 3 SE 0 AR S K K,
badCertld FRIEH TS REER serial B b FrE iR 1Y ;
4R status J& rejected, certifcate AL,
PKIProtection S8 & T CA XM FH B LN B4 DER BIRMHEL.,
BIANE
We®) kp BIRHE , IE 88 # R %= 4% PKIConfirm 3§ & . PKIHeader FHfE BFIF A RA 1
CA B FIEH M 1E R T &9 PKIHeader —3(, 8 T messageTime £ 24§18 .
IR 43 B R PR W PKIProtection RAL B4 & AIFE B MMM, M FHE
kAW BRH DER HBAIS4E . MR R FHIEL, U] PKIProtection £ IF H 34 & B 451
HEGEF 8 X B FAGH 3 F 1 83K A3 B4k % DER RS M %E4% .
W B PKIConfirm #584%, CA BIi% 7 4 PKIConfirm #4 B . PKIHeader th {8 M kp — %,
B T messageTime £ X481 H .
PKIProtection J& CA ¥4 B 3L M4 B &% DER RiBHEL .

* o000

6.6.6 PKCSH#10 BHEMiwR

BRI RAE B HA ST RUR RFC 2314 & LIIE 5K B4 H B M CA BiFiFEH. #HRE
# 7= 4 PKCSReq 2 8y PKIMessage ¥ B 3 H #E 45 , 753 45 7% 3% *F 9 1F 301 035 M3 B0 48 B0 38 3F
B, 3 F RA LU 5P s 4R 41 B0 9 4 3 i 45 3% PK1Message.

CARE—AMEBHRML M ESAELRIFE. N6 SIS 5k MR FE B,
EHHEREM RAZHAFEREATRARR— M REHEHTR.

38

a)

MIERHEEE CA 0 B RERER
WHRZFPHE—EE PKIBody TEE plOcr # PKIMessage, PKIHeader CBEUTER:
pvno & 1;
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+  messageTime X B} 5 2| #0071 ;

sender TR & 17T BF B 4 ok 7 0B 44 ok ;

recipient CA B AT $E 5 4 ;
¢+ protectionAlg AIXRRFEHENE LB EMNB RN,
PKIBody f& PKCS10CertReqMessages 35 &, i, F B £ — 4 certificationRequestlnfo, signa-
tureAlgorithm fl signature BIFF %, certificationRequestinfo & TEA .

version & V3(2);

subject 2§ HAX Y serial A4 H B t5UIE B/ EZ WA B L
- subjectPublicKeylnto #8877 #FUF ¥ A A 49 FIAR RY B9 B B AR R4 .
signatureAlgorithm FE Q& ik & B signature F W AWM EHEG IR £ 4 £t
DER #i#4 J5 i certficationRequestInfo #1719,
PKIProtection FEIE & —MEREHAN RAKBHRFESEERH—MEI. £AH RAR
B = £ — 4 MAC. protectionAlg FBB N FF A MM B NER kM OID, }#H
PKIProtection {438 2 B iAE . PKIProtection B A 240 F B 5 10 DER 55
ProtectedPart; : =SEQUENCE({
header PKIHeader,
body PKIBody}
M CA BIEH3 B i # 59 PKCS i 5 iR W L
CA 28 B—18% PKIBody JE ¥ cp K PKIMessage 23 iF 35 & % . PKIHeader 05 U F
5R:
e pvno & 1;

messageTime 2§ ¥ % 2 BbHo 6 g

sender CA MR ¥ 514 ;

recipient i 53R 3k 34 B Y sender B1H
+  protectionAlg AIRKRFZHENE R B HENEERIAR.
fn5% PKCSReq F7 transactionID, Wi R; & PKIHeader 5 740 & Bl #9 transactionID,
PKIBody TR & £ —4~ CerRepMessage 25® iy cp. ¥ CA R TiF ¥, PKIBody ¥ & & 1)
TRER:

status 4 granted B, grantedWithmods,

certificate 3 & H AT GB/T 16264. 8—2005 {E+H.
# plocr HEPHEE THEMNTARARF, IEBHLE subjectKeyldentifier F B0 & % H 4H %
WA, WRBEEEEEOEHT ARG, CA KA EERAPINIE 96 7 SHA-1 HFI RN EH
subjectKeyldentifier Bt F ] Keyldentifier, AP RFEXIERFF EEAPFZENE R E
FEWEMKEITEEBRN,
IR status Xy granted B} grantedWithmods, faillnfo R 18 & CAEAF R, EXB S

u‘F%J%\ B
«  status 3 rejected;
faillnfo 40 & MR AT E5IRAHG .
& badAlg #HEEMIFRAFAERIRAE IR, Ak CA THERITES,
@ badpop 3843 pklOcr #) signature FEEME B HRE B ETLE,
@ badMessageCheck $58§ PKIMessage i) PKIProtection FE B ) MAC BiE4s ,
& badrequest FE AN HE R R FRAZHFFK,
@  badtime ] B 3k P4 messageTime FER PN B SMEFERN R L H X
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XK
# status FELH rejected, certifitate F B A H B,
EHEERFEUTY R
—A~ subjectKeyldentifier 7B
TE certificatePolicies B B & /3 — M iEH R OID;
—A authority B4$5IRAF, 03— Keyldentifier £,
#oor B F B LR subjectKeyldentifier B 40 i H At /&, CA B LA {5 o 8 Z & i K
TR
SRAT R FWIE B E CRLs R4t X. 500 B R M55, L BB EH issuerAltName B F
) URLs L4 % CRLDistributionPoints ¥ & F /) distributionPoint F B .
PKIProtection FE & CA K& % , £ H B LM S DER HBFF LEE.

6.6.7 MWK
ERFEETUFRMBACHTES, IEBREHE=4E T RevReq HE . M EHEHRGTELIH
REBHEM RAFERAFABIAANEMNER CA KHHNEBHGEE. REALHARTH. K
B RS AR BRI R AR (AT LR EMAMIES) . RevReq 1 BB 47 R AR MIEH DL K
EHBMEE. CA BB RA —4 RevRep I 8, RA F R SE HRH HHA K RevRep HA .
NEM B rr (RevReq) T4 & transactionID, W] CA 1 RA FFui 7 ) rp (RevRep) 148 LR /5
FEE Y transactinlD, B H P NIEBHEH A A rr F1 RAFFEZH Y rr 8.8 8 transactinlD A

AR .

a)

40

rp MR ESEMY status FE LU BUER BRI revDetails T B LI R KA WIES .

MIEFBHEH 2 RA BB #HR
EBFEEEBR —NEE— PKIBody LK rr i PKIMessage, PKIHeader 5 AT E B :
pvno & 1;
transaction]D SR IL L —EE—IRH DLW EAET RA ZHHFHELR;
messageTime Jy 2574 7% BB (R I 18] 5
sender FE HFH H T PR 2 5
recipient 33 RA BIA[ LR 4 5
+  protectionAlg AR IY B W H M EE B BRIRIRA.
% B W IE 3 PKIBody % RevReqContent, RevReqContent f& RevDetails 1§ F %], RevDetails
£ CertDetails IS FERALMFEN  FEFE FEREZRM B HfatE,; R
crlEntryDetails(—4> CRL Entry ¥ B #FE#) . CertDetails & X H—4 CertTemplate, 7E
AFEAEH , RevReqContent &— 4~ RevDetails B 5, CertDetails, H/AAFBEUTHER:
serial iE 5555 ;
issuer JEH X HEMIRIRG .
4
subject IEHIFH H MR IRE;
issuer TEAS £ M F WARIRE .
CertDetails #£ 1] 7E extensions B 42 & — 4~ subjectKeyldentifier, (R &R EF HBE
MELBHEANEEA G, CertDetails AL & H subject Al issuer, HFER ¥, (LA E#M
B HAMEBATFRR RS H AR KT F B R subjectKeyldentifier ),
RevDetails B FEH A reasonCode ¥ B crlEntryDetails, 8 LA 3F invalidityDate ¥ &
S U B ] B IE BAER . SR AT LIA & removeFromCRL,
PKIProtection FE & H R E ML, B3k MIEXH DER HMHITEL ., AREHEEH
AR CA Frfl Z M YT AR B L IEHHHNRRARTES.
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M RA BJ CA M8 R
RA SiE B#RHEHER—NMEEF—4 PKIBody 7L & rr i) PKIMessage, PKIHeader @ F LT
fER

pvno £ 1;

transactionID $7i RA & —H —1FR—1 RA 5 CA ZHFEH ML

message Time b X4 B K 8 BUED (9 B 6] 5

sender i RA A5 & ;

recipient i CA BIo] #514 +

protectionAlg G171 B i 8 M8 8 B B 145 .
HEESWEBHAEED RA MBETHRER.
PKIProtection FEB&H RA H% 4 , BIX L MIE X 4 DER HID#HITEE. RA BHMN CA
AR LRE AR BN HRTES.
M CA B RA g4 52
CA & Bl — &% PKliBody TZ rp &) PKIMessage 45155k # . PKIHeader &I T E S :

pvno & 1;

transactionID FI M RA ) CA WK rr HE P M transactionlD FEBE—#;

messageTime g 24 565 7% 21 #0 ¥y 1 (61 5

sender X CA MR R4 5

recipient 25 RA W[ #5114 ;

protectionAlg N R BT ANE R EBRIRRM.
WM B RA 8] CA B #4537 K 4 senderNonce , MWARE i) PKIHeader H1 R 8B/ K
recipNonce ,
PKIBody £ RpContent, fl2 CA & TIEH, EXHEEUTREL:

status J& granted 2 & grantedWithMods;

revDetails ¥ A& CHBIEH A Certld ;

N status B granted 3 grantedWithMods, faillnfo B8] AR H .
MPCABATHR EXHRECQFEMNTER

status 24 rejected;

faillnfo £ 4857 83 & WALHG .
badAlg #58 CA RERIFE S BHAL LM RFARIRFS R B,
badMessageCheck # 89 PKIProtection F & B % 4 B P RIE . HERKHE,
badRequest 5 B4 B W 57 A AL AR STHEHER
bad Time 5 Bt$5 B3 14 8 3 P Y messageTime 5 B 5 ) B 8] 55 i) o7 2 Y 7 G5 66 ) 22 31
KK,

& badCertID £ CertDetails P 85 B EKHE— T RAH KRB IES;
st F 86 580 A 0 B HIE $ , revDetails HA & X MBI L MM IE B Certld . PKIProtec-
tion FEfA & CA WA &, Bixi sk fI1lE XA DER HB#ITEL ., & CA £m CRLs, 3 LM
HRPEZ . CRLEAUTHE:

userCertificate F B FHERHEBNFNS;

revocationDate Y P #5 84 3% K o9 H 38 Fnad(a)

crlEntryExtensions B M BLIH7E .

& RevDetails FE P I reasonCode B3k CA IR EEITHE,

& (T #%f)) RevDetails FEHH] badSinceDate ¥ BT LI invalidaityDate,

0000
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&) M RA FHEBRH H K #0808
RAZEWH CAMBMHAK, ER— &% PKiBody TE rp A PKIMessage 4 iE ¥
HE.
PKIHeader S &I FER .
« pvnoRE1;
transactionID M RA B CA W8 #K rr I B Y transactionID FEE—#;
message Time 2y 24 i 45 % 2 #b A9 B (8] 5
sender 2y CA R B 514 5
recipient 3§ RA KT #EH14 ;
protectionAlg R4 1 B W K4 & B IRIR AR
40 SR AE BT B IE 5 346 3 B RA MBS TR 4 8 % senderNonce , BINIR i) PKIHeader H
M EAER recipNonce ,
PKIBody & RpContent, §Z&E 5 M CA B RA #3485 5L 4 d , PKIProtection F& 8§ RA
H %4 , B33k FIIESCAY DER SRiB#1T4 4.
6.6.8 EHFEEANMEHERIERRKE
WA SEARIER M PKI LA UMKIESNE L CARESF, BFFEMEEAMIFELN
RIRES. FHE L RSA R e i iR, A E AN AN, i AEXFOEETERTFEAER
HEBR, BB AHENERE.
FAENNEATEES;:
4 B, PKI er(GE4 B 7§ certificate request) 4 8, B3 RSA HHABHIEH, c WEPEFET L
— W IRE 5
F AR 24 8T BGE 5 89T R A I BT
K% CA,
H0F CA 9 CPS R4 = A by 4A%, W CA BUAT T ##4E -
CAEBENENEREEFEAXM SR HHEEIES;
- HIEHE A RSA B4
« CAFEXNHREH;
F) A BR 4H B AR M RAE 5
f NG B RSA A41INE 3T 5RE4
=4 FUR [ cp(certificate response IEBMIM) B AIEBFEE. cp BEPEE T HFAERW
ﬁ#ﬁﬂﬂﬁF‘H‘Jﬁ\‘?ﬁ RERFFRBBALE.
a) EHFEEEHYHE
WFHRE H A IE 635 B . PKIMessage {5 & # # PKIBody #B4 & cr ST . PKIHeader
BETHTER
pvno & 1;
messageTime £ 348 8 (&) , K5 94 205
sender i BRFH EWFTHEIE s
recipient & CA B BE 514 ;
protectionAlg B FTRIFEELZE K 1D,
¥ B kR CertRegMessages, — 8 # £~ CertReqMessage HRIFH . X FHE P =L %
S5t B T R 85 4E 5 BIE ¥ %, CertReqMessages A BE 4% T — 4 CertReqMessage #/F
5. W B CertReqMessage FTRIFET W TFHRA:
certReq @A THHEERGEAEEBTHNEMFR.
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certReq #& CertRequest, CertRequest £ H —-* certReqID,— certTemplate ! controls FT4A
REFH ., M TFEPFAFHSHENEATERIERES .

certReqlD BT E ¥ ;

certTemplate J&—-f CertTemplate;

controls @, T protocolEncrKey ##i. protocolEncrKey registration control i {E 2 I
HAGMHEMSENATE), UEAE S OID,
CertTemplate @& TM T ER -

version PR v3(2);

publicKey #5880 T H LM AT SRR SH, LB T AT ERI 4 .
CertTemplate FR[GERFE T TES .

signingAlg IS T RN E LB .
IR A signingAlg, | CA S iZ(# Bl protectionAlg H 3L & & BB .
HEREERANZBRHEONTRER:

issuerUID;

subjectUID,
PKIProtection 3% 248 Al 24 B & BGE 4 69 % B Fh4A x4 15 8 Sk il B ik ity DER SRS (F B84
#HR.
£ o A A 3 [BI R
CA iR B %4 F # (PKIMessage, PKIBody 2 cp TR) KB AR FEE .
PKIHeader 4& T I T E B

pvno & 1;

message Time /& X 56 (8] , ¥ BE B HD 5

sender & CA MBI R4 ;

recipient Bl B4 & M AT P BIZ , WA R or 1§ B0 sender;

protectionAlg 2 f FAA#FH B S 2 H % ID,
BIRAE or B EA transtionID, B CA B IH KA Bk P EIERBEM transtionlD,
ZE senderNonce ¥ B # H 7 senderNonce, W] CA B 57 1 B 597 B 3k ¥ 07 3% 0,35 R A Y recip-
Nonce,
PKIBody £ cp o #. tHh# CertRepMessage #3. MR CAE R THIEH, EHB & PR
BENTFS:

status & granted 2 # & grantedWithMods;

certificate B3& T HB XN GB/T 16264. 8—2005 jiEf;

certifiedKeyPair #hBFE7E .
certifiedKeyPair ¥ 7£ certOrEncCert 38§ 3 ¥51E F , 7E privateKey 8 P EEFE M B L F4.
/i # i 6 RSA 148, privateKey B W %1 symmAlg.encSymmKey # encValue,

symmAlg ¥ Z 35 tDEA-ecb # OID, keyingOption Ji % & option-2 (/R K1 1 K2 &
ML FEAER,K3 = K1)

encSymmKey £ Xt CA P % R 3591 40 in 23T B 45 5 65 A W B RSA A HIHE 1T % s

PR S K1 1 K2, R #2824 TwoKeys, R(6.2.2.5)5

TwoKeys i %% 8 RFC 2313 {83 #9 RSA & ik #17 M

P4 BB Y encSymmKey, ML RHKR % BIT STRING,BIT STRING # 8 & i
REMEERGBREMN.
B HA RN ZEFENTTR:
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subjectKeyldentifier i ;
TE certificatePolicies FEH £ 08 &—MFH K8 OID;
7 Keyldentifier 38 s A — ML &SR K.
CA M ZMIEBAHE B ITE L 96bit ) SHA-1 FHEH, H ¥ HAE N subjectKeyldentifier
H. BEAEMERHHFEAAHTHESIN FABERERKE.
MR HEFRETYRB.CAEFTRREYREZBREY E.
fn5R issuer RIEF M CRL A REBME FA X. 500 HFEFE ], W HE S F B KT issuerAlt-
Name P75 URLs {5 B, , 7 CRLDistributionPoints & ] 2 f.#% distributionPoint % ,
i status £ granted B H grantedWithMods, Jl] faillnfo B ARTFELE .
MR CAHLEHAAWHRE HEALENTER:
status & rejected;
faillnfo M T HEWAT, TR
badAlg R CARLFHRERAR ke MENEBEIE,
badPop &7 popoSigningKey i P &£ FH iR,
badMessageCheck 3278 PKIProtection 3 FH B4 & B iR,
badRequest FR BN EAZFHFREAARFRESF .
badTime 275 14 2.3k 1 #) messageTime B9 AT 8] F [2] 57 & 49 R Ze AT BRI AHZE KK,
badCertld it 7 5 A RER serial B IERME;
IR status f& rejected, certifcate B ARTELE,
PKIProtection AU & T CA X FHE LMW Bk DER ZBHES.
o HAER
Y Bl cp RIRHE , IE F 18 H M % =4 PKIConfirm J§ 8 . PKIHeader F 95 B FMFH RA R
CA HFIEH M ER T # PKIHeader — 3, B T messageTime & 24 FTAT[E] .
PKIProtection BiE H#¢4 & 1 X 80A B IE 45 89X B FAGH, 3 T B 3k 14 B4 1) DER %
HHEE.
6.6.9 HAA/EBAIE
EEFHEBNFTHERFERIESHRFETUAE - RBEFER. RA RRMEMNERMAREN
HR(N6.6.2.6.6.3.6. 6. HALIFMMEEBHFHEAE—BL6.6.9), EXHNFERT, Cer-
tReqMessages 035 T Bi 1 CertRegMessage B /F ¥, — 4 CertReqMessage %6 T RA B M EME
SR E RIEMHERBESL 53— 4 CertReqMessage F R/ TMFIEH R FHH L. HAERTEAIE
35 o O SR I AR B
MEHEGHFPEENE SREMNER N EAZZFEHESHFERY, BEAWNES K HEHAR
BT, MAEFEFIMGELREH pop, FEHFNEHARFMERPFHRBARSHEMEE.
B4 W ¥ pop W F S pop BRI R 6.6.2.6.6.3 F1 6.6.6). ERFEABYTPIE, AR
BAER] 6. 6.8 R MR BT INE . CA [0 5L # B B 3R 4> g9 4B, CA il B 7] DAR 4 i — 4>
CertRepMessage i F R4 TF. HiFE A CertReqlD kX4 CA By WL .
Wi o7 78 8. 89 PKIFreeText 7] LI AR BEFSMFE R .
Yz B kp FIAd %, E 5% & M % 5= 4 PKIConfirm {8 . PKIHeader H1 {5 & FF|F RA [ CA
HFIE BAITE S T & PKIHeader — 3, & T messageTime & 4/ HT A,
R &R i B2 PKIProtection RIEHRHA EE A NEZIE BRI, X FHE X
FIE EARH DER RIS 4 . R HIERIEL, PKIProtection % T 4 T4 8 & M B8k # DER %
HH) mac, % mac BAEIE R H RO L ZHE~E, (WF FFH K badMessageCheck FIE %, D
PKIConfirm {§ B ATEEB~ET )
44

L 2K 2R JR X 2 J



GB/T 19771—2005

6.6.10 MEMEERIES

STEFLMEA LDAP V2R RFC 2559) [ Bk FE R UE 5. 2 {F A LDAP &, SLk ] DUE
LDAP 8RR GE X W RFC 2559) B¢ dk FE P i sRIE 43, R A 44 E Y LDAP URL (Il RFC1959)
SR IE 4 (BP authorityInformationAccess ¥ &) .
6.6.11 M#EBEHR CRL

SERA LA A LDAP V2( 1 RFC 2559) ¥ B ik CRLs. SZf&W[ LUIf# A LDAP( RFC1777)
B FE i Sk CRLs, X {# f§ LDAP i, £k W 4038 12 LDAP # & i R (& X W RFC 2559 #
RFC1777) M ¥ i35k CRLs, SR I F 4 & ) LDAP URL(J, RFC1959) % # & CRLs(El,cRLD-
istributionPoints ¥ B ¥ /Y distributionPoint FE),
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B oR A
(GAEER R
X. 509 v3 {E4 ASN. 1

AuthenticationFramework {joint-iso-ccitt ds(5) modules(1) authenticationFramework(7) 2}
DEFINITIONS . ;=
BEGIN
— EXPORTS All --
— The types and values defined in this module are exported for use in the other ASN. 1
- modules contained within the Directory Specifications, and for the use of other applications
- which will use them to access Directory services. Other applications may use them for
~ their own purposes, but this will not constrain extensions and modifications needed to
-- maintain or improve the Directory service,
IMPORTS
id-at, informationFramework, upperBounds selectedAttributeTypes, basicAccessControl
FROM UsefulDefinitions {joint-iso-ccitt ds{5) modules(1) usefulDefinitions(0) 2}
Name, ATTRIBUTE
FROM InformationFramework informationFramework
ub-user-password
FROM UpperBounds upperBounds
AuthenticationLevel
FROM BasicAccessControl basicAccessControl
Uniqueldentifier
FROM SelectedAttributeTypes selectedAttribute Types ;
- types —
Certificate : : = SIGNED {SEQUENCE{
version [0] Version DEFAULT v1,
serialNumber CertificateSerialNumber,
signature Algorithmldentifier,
issuer Name,
validity Validity,
subject Name,
subjectPublicKeyInfo SubjectPublicKeyInfo}
issuerUniqueldentifier [1] IMPLICIT Uniqueldentifier OPTIONAL,
—-if present, version must be vl or v2--
subjectUniqueldentifier [2] IMPLICIT Uniqueldentifier OPTIONAL,
-—if present, version must be vl or v2--
extensions [ 3] Extensions OPTIONAL
—if present, version must be v3-- }
Version :: = INTEGER {v1(0), v2(1), v3(2) }
CertificateSerialNumber :: = INTEGER
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Algorithmidentifier ;: — SEQUENCE({

algorithm ALGORITHM. &:id({SupportedAlgorithms}),

parameters ALGORITHM. & Type ({SupportedAlgorithms}{ @algorithm}) OPTIONAL }
-- Definition of the following information object is deferred, perhaps to standardized
- profiles of to protocol implementation conformance statements. This set is required to
- specify a table constraint on the Parameters component of Algorithmidentifier.
-- SupportedAlgorithms ALGORITHM .= { ... |... }

Validity : : = SEQUENCE({

notBefore ChoiceOfTime,

notAfter ChoiceOfTime }

ChoiceQfTime ;: = CHOICE {

utcTime UTCTime,

general Time GeneralizedTime }

SubjectPublicKeyInfo : : = SEQUENCE{

algorithm AlgorithmIdentifier,

subjectPublicKey BIT STRING}

Extensions :: = SEQUENCE OF Extension

Extension :: = SEQUENCE ¢{

extnld EXTENSION, &.id ({ExtensionSet}),

critical BOOLEAN DEFAULT FALSE,

extnValue OCTET STRING

— contains a DER encoding of a value of type &ExtnType for the

-- extension object identified by extnld --

-- Definition of the following information object set is deferred, perhaps to

-- standardized profiles or to protocol implementation conformance statements.
- The set is required to specify a table constraint on the critical component

- of Extension.

-— ExtensionSet EXTENSION ::= { ... | ... }

EXTENSION : .= CLASS

{

&.id OBJECT IDENTIFIER UNIQUE,

& ExtnType

}

WITH SYNTAX

{

SYNTAX &ExtnType

IDENTIFIED BY &id

'

Certificates : : = SEQUENCE {

certificate Certificate,

certificationPath ForwardCertificationPath OPTIONAL}
ForwardCertificationPath :: = SEQUENCE OF CrossCertificates
CertificationPath : : = SEQUENCE {
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userCertificate Certificate,

theCACertificates SEQUENCE OF CertificatePair OPTIONAL}
CrossCertificates : : = SET OF Certificate
CertificateList : : = SIGNED { SEQUENCE {

version Version OPTIONAL, — if present, must be v2
signature Algorithmldentifier,

issuer Name,

thisUpdate ChoiceOfTime,

nextUpdate ChoiceOfTime OPTIONAL,
revokedCertificates SEQUENCE OF SEQUENCE {
userCertificate CertificateSerialNumber,

revocationDate ChoiceOfTime,

crlEntryExtensions Extensions OPTIONAL } OPTIONAL,
crlExtensions [0] Extensions OPTIONAL }}
CertificatePair : ;= SEQUENCE {

forward [0] Certificate OPTIONAL,

reverse [ 1] Certificate OPTIONAL

- at least one of the pair shall be present -- }

-- attribute types—

userPassword ATTRIBUTE ;.= {

WITH SYNTAX OCTET STRING (SIZE (0. . ub-user-password))
EQUALITY MATCHING RULE octetStringMatch
ID id-at-userPassword }

userCertificate ATTRIBUTE ;= {

WITH SYNTAX Certificate

ID id-at-userCertificate }

cACertificate ATTRIBUTE ;.= {

WITH SYNTAX Certificate

1D id-at-cACertificate }

authorityRevocationList ATTRIBUTE ;.= {

WITH SYNTAX CertificateList

ID id-at-authorityRevocationList }
certificateRevocationl.ist ATTRIBUTE ::= {

WITH SYNTAX CertificateList

1D id-at-certificateRevocationList }

crossCertificatePair ATTRIBUTE ;.= {

WITH SYNTAX CertificatePair

ID id-at-crossCertificatePair }

-- information object classes -

ALGORITHM . .= TYPE-IDENTIFIER
— Parameterized Types —
HASHED {ToBeHashed} ::= OCTET STRING ( CONSTRAINED-BY {

--must be the result of applying a hashing procedure to the --
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—DER-encoded octets of a value of - ToBeHashed })

ENCRYPTED { To/BeEnciphered} := BIT STRING ( CONSTRAINED BY {
—-must be the result of applying an encipherment procedure to the —
—BER-encoded octets of a value of — ToBeEnciphered })

SIGNED { ToBeSigned } ::= SEQUENCE{

ToBeSigned,

COMPONENTS OF SIGNATURE { ToBeSigned }),

SIGNATURE { OfSignature } ::= SEQUENCE {
AlgorithmIdentifier,

ENCRYPTED { HASHED { OfSignature }}}

-- object identifier assignments —

id-at-userPassword OBJECT IDENTIFIER ;::= {id-at 35}
id-at-userCertificate OBJECT IDENTIFIER ;.= {id-at 36}
id-at-cAcertificate OBJECT IDENTIFIER ::= {id-at 37}
id-at-authorityRevocationList OBJECT IDENTIFIER . .= {id-at 38}
id-at-certificateRevocationList OBJECT IDENTIFIER .:= {id-at 39}
id-at-crossCertificatePair OBJECT IDENTIFIER .= {id-at 40}
id-at-supportedAlgorithms OBJECT IDENTIFIER ::= {id-at 52}
id-at-deltaRevocationList OBJECT IDENTIFIER ::= {id-at 53}
END
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B % B
GRIEUE[F)
£ CRL § & ASN. 1

CertificateExtensions {joint-iso-ccitt ds(5) module(l) certificateExtensions(26) 0}
DEFINITIONS IMPLICIT TAGS .=
BEGIN
-- EXPORTS ALL --
IMPORTS
id-at, id-ce, id-mr, informationFramework, authenticationFramework,
selected AttributeTypes, upperBounds
FROM UsefulDefinitions {joint-iso-ccitt ds(5) module(1)
usefulDefinitions(0) 2}
Name, RelativeDistinguishedName, ATTRIBUTE, Attribute,
MATCHING-RULE FROM InformationFramework informationFramework
CertificateSerialNumber, CertificateList, AlgorithmIdentifier,
EXTENSION
FROM AuthenticationFramework authenticationFramework
DirectoryString
FROM SelectedAttributeTypes selectedAttributeTypes
ub-name
FROM UpperBounds upperBounds
ORAddress
FROM MTSAbstractService {joint-iso-ccitt mhs(6) mts(3)
modules(0) mts-abstract-service(1) version—1994 (0) } ;
-- Unless explicitly noted otherwise, there is no:significance to the ordering
-- of components of a SEQUENCE OF construct in this specification.
-- Key and policy information extensions —- .
authorityKeyldentifier EXTENSION .= {
SYNTAX AuthorityKeyldentifier
IDENTIFIED BY { id-ce 35 } }
AuthorityKeyldentifier :: = SEQUENCE {
keyldentifier [0] Keyldentifier OPTIONAL,
authorityCertlssuer [1] GeneralNames OPTIONAL,
authorityCertSerialNumber [2] CertificateSerialNumber OPTIONAL }
( WITH COMPONENTS {. .., authorityCertIssuer PRESENT,
authorityCertSerialNumber PRESENT]} |
WITH COMPONENTS {..., authorityCertlssuer ABSENT,
authorityCertSerialNumber ABSENT} )
Keyldentifier :: = OCTET STRING
subjectKeyldentifier EXTENSION ;:= {
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SYNTAX SubjectKeyldentifier
IDENTIFIED BY { id-ce 14 } }
SubjectKeyldentifier ; : = Keyldentifier
keyUsage EXTENSION .= {

SYNTAX KeyUsage

IDENTIFIED BY { idce 15 } }

KeyUsage :: = BIT STRING {
digitalSignature (0),

nonRepudiation (1),

keyEncipherment (2),

dataEncipherment (3),

keyAgreement (4),

keyCertSign (5,

cRLSign (6) }

privateKeyUsagePeriod EXTENSION ;.= {
SYNTAX PrivateKeyUsagePeriod
IDENTIFIED BY { id-ce 16 } }
PrivateKeyUsagePeriod :: = SEQUENCE {
notBefore [0] GeneralizedTime OPTIONAL,
notAfter [1] GeneralizedTime QOPTIONAL }

( WITH COMPONENTS {..., notBefore PRESENT} |
WITH COMPONENTS {..., notAfter PRESENT} )

certificatePolicies EXTENSION ;.= {
SYNTAX CertificatePoliciesSyntax
IDENTIFIED BY { id-ce 32 } }

GB/T 19771—2005

CertificatePoliciesSyntax :: = SEQUENCE SIZE (1..MAX) OF Policylnformation

PolicyInformation :: = SEQUENCE {
policyldentifier CertPolicyld,

policyQualifiers SEQUENCE SIZE (1.. MAX) OF

PolicyQualifierInfo OPTIONAL }
CertPolicyld ;: = OBJECT IDENTIFIER
PolicyQualifierInfo :: = SEQUENCE {

policyQualifierld CERT-POLICY-QUALIFIER. &.id

({SupportedPolicyQualifiers}),

qualifier CERT-POLICY-QUALIFIER. & Qualifier
({SupportedPolicyQualifiers} { @ policyQualifierld})

OPTIONAL }

SupportedPolicyQualifiers CERT-POLICY-QUALIFIER .= { ...

CERT-POLICY-QUALIFIER ;.= CLASS {
&.id OBJECT IDENTIFIER UNIQUE,

& Qualifier OPTIONAL }

WITH SYNTAX {
POLICY-QUALIFIER-ID &.id
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[QUALIFIER-TYPE & Qualifier] }
policyMappings EXTENSION .= {
SYNTAX PolicyMappingsSyntax
IDENTIFIED BY { id-ce 33 } }
PolicyMappingsSyntax : : = SEQUENCE SIZE (1.. MAX) OF SEQUENCE {
issuerDomainPolicy CertPolicyld,
subjectDomainPolicy CertPolicyld }
supportedAlgorithms ATTRIBUTE .. = {
WITH SYNTAX SupportedAlgorithm
EQUALITY MATCHING RULE algorithmIdentifierMatch
ID { id-at 52 } }
SupportedAlgorithm ;: = SEQUENCE {
algorithmlIdentifier Algorithmldentifier,
intendedUsage [0] KeyUsage OPTIONAL,
intendedCertificatePolicies [ 1] CertificatePoliciesSyntax OPTIONAL }
-- Certificate subject and certificate issuer attributes extensions —
subjectAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY { id-ce 17 } }
GeneralNames :: = SEQUENCE SIZE (1..MAX) OF GeneralName
GeneralName ;: = CHOICE {
otherName [0] INSTANCE OF OTHER-NAME,
RFC 822Name [ 1] TA5String,
dNSName [2] [A5String,
x400Address [ 3] ORAddress.,
directoryName [ 4] Name,
ediPartyName [5] EDIPartyName,
uniformResourceldentifier [6] IA5String,
iPAddress [7] OCTET STRING,
registeredlD [8] OBJECT IDENTIFIER }
OTHER-NAME .= TYPE-IDENTIFIER
EDIPartyName ::= SEQUENCE {
nameAssigner [0] DirectoryString {ub-name} OPTIONAL,
partyName [ 1] DirectoryString {ub-name} }
issuerAltName EXTENSION ::= {
SYNTAX GeneralNames
IDENTIFIED BY { id-ce 18 } }
subjectDirectoryAttributes EXTENSION . ;= {
SYNTAX AttributesSyntax
IDENTIFIED BY { idce 9 } }
AttributesSyntax ;: = SEQUENCE SIZE (1,. MAX) OF Attribute
-- Certification path constraints extensions --
basicConstraints EXTENSION ;.= {
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SYNTAX BasicConstraintsSyntax

IDENTIFIED BY { id-ce 19 } }

BasicConstraintsSyntax :: = SEQUENCE {

cA BOOLEAN DEFAULT FALSE,

pathLenConstraint INTEGER (0. . MAX) OPTIONAL }
nameConstraints EXTENSION ;.= {

SYNTAX NameConstraintsSyntax

IDENTIFIED BY { id-ce 30 } }

NameConstraintsSyntax : : = SEQUENCE {
permittedSubtrees [0] GeneralSubtrees OPTIONAL,
excludedSubtrees [1] GeneralSubtrees OPTIONAL }
GeneralSubtrees : : = SEQUENCE SIZE (1.. MAX) OF GeneralSubtree
GeneralSubtree : : = SEQUENCE {

base GeneralName,

minimum [0] BaseDistance DEFAULT 0,

maximum [ 1] BaseDistance OPTIONAL }

BaseDistance :: = INTEGER (0.. MAX)
policyConstraints EXTENSION .= {

SYNTAX PolicyConstraintsSyntax

IDENTIFIED BY { id-ce 36 } }

PolicyConstraints Syntax : : = SEQUENCE SIZE (1..MAX) OF SEQUENCE {

requireExplicitPolicy [0] SkipCerts OPTIONAL,
inhibitPolicyMapping [ 1] SkipCerts OPTIONAL }
‘SkipCerts : : = INTEGER (0.. MAX)

— Basic CRL extensions —

¢RLNumber EXTENSION .= {
SYNTAX CRLNumber

IDENTIFIED BY { id-ce 20 } }
CRLNumber ; ;= INTEGER (0.. MAX)
reasonCode EXTENSION ::= {
SYNTAX CRLReason

IDENTIFIED BY { id-ce 21 } }
CRLReason ::= ENUMERATED ({
unspecified (0),

keyCompromise (1),

cACompromise (2),

affiliationChanged (3),

superseded (4),

cessationOfOperation (5),
certificateHold (6,

removeFromCRL (8) }

instructionCode EXTENSION ;.= {
SYNTAX HoldInstruction
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IDENTIFIED BY { id-ce 23 } }
HoldInstruction :: = OBJECT IDENTIFIER
invalidityDate EXTENSION .= {
SYNTAX GeneralizedTime
IDENTIFIED BY { id-ce 24 } }
-- CRL distribution points and delta-CRL extensions —
c¢RLDistributionPoints EXTENSION ;:= {
SYNTAX CRLDistPointsSyntax
IDENTIFIED BY { id-ce 31 } }
CRLDistPointsSyntax ;; = SEQUENCE SIZE (1..MAX) OF DistributionPoint
DistributionPoint :; = SEQUENCE {
distributionPoint (0] DistributionPointName OPTIONAL,
reasons [ 1] ReasonFlags OPTIONAL,
cRLIssuer [2] GeneralNames OPTIONAL }
DistributionPointName ::= CHOICE {
fullName [0] GeneralNames,
nameRelativeToCRLIssuer [ 1] RelativeDistinguishedName }
ReasonFlags :: = BIT STRING {
unused (0),
keyCompromise (1),
caCompromise (2),
affiliationChanged (3),
superseded (4),
cessationOfOperation (5),
certificateHold (6) }
issuingDistributionPoint EXTENSION .= {
SYNTAX IssuingDistPointSyntax
IDENTIFIED BY { id-ce 28 } }
IssuingDistPointSyntax :: = SEQUENCE {
distributionPoint [0] DistributionPointName OPTIONAL,
onlyContainsUserCerts [1] BOOLEAN DEFAULT FALSE,
onlyContainsCACerts [2] BOOLEAN DEFAULT FALSE,
onlySomeReasons [ 3] ReasonFlags OPTIONAL,
indirectCRL [4] BOOLEAN DEFAULT FALSE }
certificatelssuer EXTENSION ;.= ¢
SYNTAX GeneralNames
IDENTIFIED BY { id-ce 29 } }
deltaCRLIndicator EXTENSION ;:= {
SYNTAX BaseCRLNumber
IDENTIFIED BY { idce 27 } }
BaseCRLNumber ::= CRLNumber
deltaRevocationList ATTRIBUTE ;.= {
WITH SYNTAX CertificateList
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EQUALITY MATCHING RULE certificateListExactMatch
ID {id-at 53 } }

— Matching rules —

certificateExactMatch MATCHING-RULE ;.= {

SYNTAX CertificateExactAssertion

ID id-mr-certificateExactMatch }

CertificateExactAssertion ; ; = SEQUENCE {

serialNumber CertificateSerialNumber,

issuer Name }

certificateMatch MATCHING-RULE .:= {

SYNTAX CertificateAssertion

ID id-mr-certificateMatch }

CertificateAssertion ; ; = SEQUENCE {

serialNumber [0] CertificateSerialNumber OPTIONAL,
issuer [ 1] Name OPTIONAL,

subjectKeyldentifier [2] SubjectKeyldentifier OPTIONAL,
authorityKeylIdentifier [3] AuthorityKeyldentifier OPTIONAL,
certificateValid {4] UTCTime OPTIONAL,

privateKeyValid [ 5] GeneralizedTime OPTIONAL,
subjectPublicKeyAlgID [6] OBJECT IDENTIFIER OPTIONAL,
keyUsage [7] KeyUsage OPTIONAL,

subjectAltName [8] AltNameType OPTIONAL,

policy [9] CertPolicySet OPTIONAL,

pathToName [10] Name OPTIONAL }

AltNameType ;: = CHOICE {

builtinNameForm ENUMERATED {

RFC 822Name (1),

dNSName (2),

x400Address (3),

directoryName (4),

ediPartyName (5),

uniformResourceldentifier (6),

iPAddress (7),

registeredld (8) },

otherNameForm OBJECT IDENTIFIER }
certificatePairExactMatch MATCHING-RULE ::= {
SYNTAX CertificatePairExactAssertion

ID id-mr-certificatePairExactMatch }
CertificatePairExactAssertion ;s = SEQUENCE {
forwardAssertion [0] CertificateExactAssertion OPTIONAL,
reverseAssertion [1] CertificateExactAssertion OPTIONAL }
( WITH COMPONENTS {..., forwardAssertion PRESENT} |
WITH COMPONENTS {..., reverseAssertion PRESENT} )
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certificatePairMatch MATCHING-RULE ;.= {

SYNTAX CertificatePairAssertion

ID id-mr-certificatePairMatch }

CertificatePairAssertion ;; = SEQUENCE {

forwardAssertion [0] CertificateAssertion OPTIONAL,

reverseAssertion [ 1] CertificateAssertion OPTIONAL }

( WITH COMPONENTS {..., forwardAssertion PRESENT} |

WITH COMPONENTS {..., reverscAssertion PRESENT} )

certificateListExactMatch MATCHING-RULE ;.= {

SYNTAX CertificateListExactAssertion

ID id-mr-certificatelistExactMatch }

CertificateListExactAssertion ;; = SEQUENCE {

issuer Name,

thisUpdate UTCTime,

distributionPoint DistributionPointName OPTIONAL }

certificateListMatch MATCHING-RULE .= {

SYNTAX CertificateListAssertion

ID id-mr-certificateListMatch }

CertificateListAssertion ; : = SEQUENCE {

issuer Name OPTIONAL,

minCRLNumber [0] CRLNumber OPTIONAL,

maxCRLNumber 1] CRLNumber OPTIONAL,

reasonFlags ReasonFlags OPTIONAL,

dateAndTime UTCTime OPTIONAL,

distributionPoint [ 2] DistributionPointName OPTIONAL }

algorithmlIdentifierMatch MATCHING-RULE .= {

SYNTAX Algorithmldentifier

ID id-mr-algorithmIdentifierMatch }

-- Object identifier assignments -~

id-at-supportedAlgorithms OBJECT IDENTIFIER ;.= {id-at 52}

id-at-deltaRevocationList OBJECT IDENTIFIER ;= {id-at 53}

id-ce-subjectDirectoryAttributes OBJECT IDENTIFIER . .= {id-ce 9}

id-ce-subjectKeyldentifier OBJECT IDENTIFIER .= {id-ce 14}

id-ce-keyUsage OBJECT IDENTIFIER .:.= {id-ce 15}

id-ce-privateKeyUsagePeriod OBJECT IDENTIFIER ::= {id-ce 16}

id-ce-subjectAltName OBJECT IDENTIFIER ::= {id-ce 17}

id-ce-issuerAltName OBJECT IDENTIFIER ::= {id-ce 18}

id-ce-basicConstraints OBJECT IDENTIFIER :.= {id-ce 19}

id-ce-cRLNumber OBJECT IDENTIFIER ;.= {id-ce 20}

id-ce-reasonCode OBJECT IDENTIFIER ;.= {id-ce 21}

id-ce-instructionCode OBJECT IDENTIFIER ::= {id-ce 23}

id-ce-invalidityDate OBJECT IDENTIFIER ::= {id-ce 24}

id-ce-deltaCRLIndicator OBJECT IDENTIFIER ;= {id-ce 27}
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id-ce-issuingDistributionPoint OBJECT IDENTIFIER ..= {id-ce 28}
id-ce-certificatelssuer OBJECT IDENTIFIER ;:= {id-ce 29}
id-ce-nameConstraints OBJECT IDENTIFIER :;= {id-ce 30}
id-ce-cRLDistributionPoints OBJECT IDENTIFIER ::= {id-ce 31}
id-ce-certificatePolicies OBJECT IDENTIFIER ;= {id-ce 32}
id-ce-policyMappings OBJECT IDENTIFIER ::= {id-ce 33}
id-ce-policyConstraints OBJECT IDENTIFIER ;.= {id-ce 34}
id-ce-authorityKeyldentifier OBJECT IDENTIFIER .= {id-ce 35}
id-mr-certificateExactMatch OBJECT IDENTIFIER ;:= {id-mr 34}
id-mr-certificateMatch OBJECT IDENTIFIER :;= {id-mr 35}
id-mr-certificatePairExactMatch OBJECT IDENTIFIER ;.= {id-mr 36}
id-mr-certificatePairMatch OBJECT IDENTIFIER ;= {id-mr 37}
id-mr-certificateListExactMatch OBJECT IDENTIFIER ;.= {id-mr 38}
id-mr-certificateListMatch OBJECT IDENTIFIER ;.= {id-mr 39}
id-mr-algorithmIdentifierMatch OBJECT IDENTIFIER ;.= {id-mr 40}

- The following OBJECT IDENTIFIERS are not used by this specification,

-~ {id-ce 2}, {id-ce 3}, {id-ce 4}, {id-ce 5}, {id-ce 6}, {id-ce 7},
-~ {id-ce 8}, {id-ce 10}, {id-ce 11}, {id-ce 12}, {id-ce 13},

— {id-ce 22}, {id-ce 25}, {id-ce 26}

END
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M 2 C
CGRIGEMR)
ASN. 1 Module for transactions

The following section contains the complete ASN. 1 module from RFC 2510, the Certificate
Management Protocol. Only a small subset of the messages defined in RFC2510 are required
to implement this specification. The entire module is provided for completeness. Information
about messages defined by this ASN. 1 module but not used in the MISPC may be found in
RFC2510.
PKIX-CMP DEFINITIONS . .=
BEGIN - EXPLICT TAGS
IMPORTS
CertReqMessages, EncryptedValue, EncryptedKey
FROM CMRF
PKIMessage ; : = SEQUENCE {
Header PKIHeader,
Body PKIBody,
Protection [0] PKIProtection OPTIONAL,
ExtraCerts [1] SEQUENCE SIZE (1.. MAX) OF Certificate OPTIONAL
}
PKIHeader ::= SEQUENCE {
pvno INTEGER { iet{-version2 (1) },
sender GeneralName,
-- identifies the sender
recipient GeneralName,
-- identifies the intended recipient
messageTime [ 0] GeneralizedTime OPTIONAL,
-- time of production of this message (used when sender
-- believes that the transport will be "suitable"; i. e. ,
- that the time will still be meaningful upon receipt)
protectionAlg [1] AlgorithmIdentifier OPTIONAL,
-- algorithm used for calculation of protection bits
senderKID [ 2] Keyldentifier OPTIONAL,
recipKID [ 3] Keyldentifier OPTIONAL,
-~ to identify specific keys used for protection
transactionID [4] OCTET STRING OPTIONAL,
- identifies the transaction; i.e. , this will be the same in
- corresponding request, response and confirmation messages
senderNonce [5] OCTET STRING OPTIONAL,
recipNonce [6] OCTET STRING OPTIONAL,
-~ nonces used to provide replay protection, senderNonce
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-- is inserted by the creator of this message; recipNonce
-- is a nonce previously inserted in a related message by
— the intended recipient of this message
freeText [7] PKIFreeText OPTIONAL,
- this may be used to indicate context-specific instructions
—- (this field is intended for human consumption)
generallnfo [8] SEQUENCE SIZE (1.. MAX) OF
InfoTypeAndValue OPTIONAL
-- this may be used to convey context-specific information
— (this field not primarily intended for human consumption)
}
PKIFreeText :: = SEQUENCE SIZE (1.. MAX) OF UTF8String
-- text encoded as UTF-8 String (note: each UTF8String SHOULD
- include an RFC 1766 language tag to indicate the language
-- of the contained text)
PKIBody ::= CHOICE { -- message-specific body elements
ir [0] CertReqMessages, --Initialization Request
ip [1] CertRepMessage, --Initialization Response
cr [2] CertReqMessages, --Certification Request
cp [3] CertRepMessage, --Certification Response
plOcr [4] CertificationRequest, --imported from [PKCS10]
popdecc [5] POPODecKeyChallContent, --pop Challenge
popdecr [ 6] POPODecKeyRespContent, --pop Response
kur [7] CertReqMessages, —Key Update Request
kup [8] CertRepMessage, --Key Update Response
krr [9] CertReqMessages, --Key Recovery Request
krp [10] KeyRecRepContent, —Key Recovery Response
rr [11] RevReqContent, --Revocation Request
rp [12] RevRepContent, --Revocation Response
cer [13] CertReqMessages, --Cross-Cert. Request
cep [14] CertRepMessage, —-Cross-Cert. Response
ckuann [15] CAKeyUpdAnnContent, --CA Key Update Ann.
cann [16] CertAnnContent, —-Certificate Ann.
ranu [[17] RevAnnContent, --Revocation Ann,
crlann [18] CRLAnnContent, --CRL Announcement
conf [19] PKIConfirmContent, --Confirmation
nested [20] NestedMessageContent, --Nested Message
genm [ 21] GenMsgContent, —General Message
genp [22] GenRepContent, --General Response
error [23] ErrorMsgContent —Error Message
}
PKIProtection : ;= BIT STRING
ProtectedPart : ;= SEQUENCE {
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header PKIHeader,

body PKIBody

}

PasswordBasedMac :: = OBJECT IDENTIFIER --{1 2 840 113533 7 66 13}
PBMParameter ;:: = SEQUENCE ¢

salt OCTET STRING,

owf AlgorithmIdentifier,

- Algld for a One-Way Function (SHA-1 recommended)
iterationCount INTEGER,

-~ number of times the OWF is applied

mac Algorithmldentifier

-- the mac Algld (e. g. , DES-MAC, Triple-DES-MAC [PKCS11],
} — or HMAC [RFC2104, RFC22020»

DHBasedMac ;.= OBJECT IDENTIFIER --{1 2 840 113533 7 66 30}
DHBMParameter ;. = SEQUENCE ¢

owf Algorithmldentifier,

- Algld for 2 One-Way Function (SHA-1 recommended)

mac AlgorithmIdentifier

- the MAC Algld (e. g. , DES-MAC, Triple-DES-MAC [PKCS11],
} -- or HMAC [RFC2104, RFC2202])
NestedMessageContent : ;= PKIMessage

PKIStatus :: = INTEGER {

granted (0), .

-- you got exactly what you asked for

grantedWithMods (1),

-- you got something like what you asked for; the

-~ requester is responsible for ascertaining the differences
rejection (2), »

-- you dont get it, more information elsewhere in the message
waiting (3),

- the request body part has not yet been processed,

-- expect to hear more later

revocationWarning (4),

~- this message contains a warning that a revocation is

-- imminent

revocationNotification (5),

-- notification that a revocation has occurred
keyUpdateWarning (6)

-- update already done for the oldCertId specified in

-- CertReqMsg

}

PKIFailurelnfo ;: ;= BIT STRING {

-- since we can fail in more than one way!
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— More codes may be added in the future if/when required.
badAlg (0),

- unrecognized or unsupported Algorithm Identifier
badMessageCheck (1),

- integrity check failed (e. g. , signature did not verify)
badRequest (2),

— transaction not permitted or supported

badTime (3),

-- messageTime was not sufficiently close to the system time,
- as defined by local policy

badCertld (4),

-- no certificate could be found matching the provided criteria
badDataFormat (5),

- the data submitted has the wrong format

wrongAuthority (6),

- the authority indicated in the request is different {rom the
-~ one creating the response token

incorrectData (7),

— the requester’s data is incorrect ({or notary services)
missingTimeStamp (8),

— when the timestamp is missing but should be there (by policy)
badPoP (9)

— when proof of possession does not verify

}

PKIStatusInfo : : = SEQUENCE {

status PKIStatus,

statusString PKIFreeText OPTIONAL,

faillnfo PKIFailureInfo OPTIONAL

}

OOBCert :: = Certificate

OOBCertHash ::= SEQUENCE {

hashAlg [0] AlgorithmIdentifier OPTIONAL,

certld [1] Certld OPTIONAL,

hashVal BIT STRING

- hashVal is calculated over DER encoding of the

-- subjectPublicKey field of the corresponding cert.

}

POPODecKeyChallContent ; : = SEQUENCE OF Challenge
- One Challenge per encryption key certification request (in the
— same order as these requests appear in CertReqMessages).
Challenge :: = SEQUENCE {

owf AlgorithmlIdentifier OPTIONAL,

-- MUST be present in the first Challenge; MAY be omitted in any
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— subsequent Challenge in POPODecKeyChallContent (if omitted,
— then the owf used in the immediately preceding Challenge is
-- to be used).
witness OCTET STRING,
- the result of applying the one-way function (owf) to a
— randomly-generated INTEGER, A. [Note that a different
— INTEGER MUST be used for each Challenge. ]
challenge QCTET STRING
- the encryption (under the public key for which the cert.
— request is being made) of Rand, where Rand is specified as
- Rand ;:= SEQUENCE {
- int INTEGER,
— - the randomly-generated INTEGER A (above)
-- sender GeneralName
-- - the senders name (as included in PKIHeader)
-}
}
POPODecKeyRespContent ; : = SEQUENCE OF INTEGER
-- One INTEGER per encryption key certification request (in the
- same order as these requests appear in CertRegMessages). The
— retrieved INTEGER A (above) is returned to the sender of the
-- corresponding Challenge,
CertRepMessage :: = SEQUENCE {
caPubs [1] SEQUENCE SIZE (1..MAX) OF Certificate OPTIONAL,
response SEQUENCE OF CertResponse
}
CertResponse : : = SEQUENCE {
certReqld INTEGER,
— to match this response with corresponding request (a value
- of -1 is to be used if certReqld is not specified in the
-- corresponding request)
status PKIStatuslnfo,
certifiedKeyPair CertifiedKeyPair OPTIONAL,
rsplnfo OCTET STRING OPTIONAL
-- analogous to the id-regInfo-asciiPairs OCTET STRING defined
- for reglnfo in CertReqMsg [CRMF]
}
CertifiedKeyPair ; ; = SEQUENCE {
certOrEncCert CertOrEncCert,
privateKey [0] EncryptedValue OPTIONAL,
publicationInfo [1] PKIPublicationlnfo OPTIONAL
}
CertOrEncCert :: = CHOICE {
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certificate [0] Certificate,

encryptedCert [1] EncryptedValue

}

KeyRecRepContent ;= SEQUENCE {

status PKIStatusInfo,

newSigCert [0] Certificate OPTIONAL,

caCerts [1] SEQUENCE SIZE (1..MAX) OF
Certificate OPTIONAL,

keyPairHist [2] SEQUENCE SIZE (1.. MAX) OF
CertifiedKeyPair OPTIONAL

}

RevReqContent : ;= SEQUENCE OF RevDetails
RevDetails :; = SEQUENCE {

certDetails CertTemplate,

— allows requester to specify as much as they can about
- the cert. for which revocation is requested

- (e. g. » for cases in which serialNumber is not available)
revocationReason ReasonFlags OPTIONAL,

- the reason that revocation is requested

badSinceDate GeneralizedTime OPTIONAL,

-- indicates best knowledge of sender

criEntryDetails Extensions OPTIONAL

-- requested crlEntryExtensions

}

RevRepContent ; : = SEQUENCE {

status SEQUENCE SIZE (1.. MAX) OF PKIStatuslInfo,

-- in same order as was sent in RevReqContent

revCerts [0] SEQUENCE SIZE (1..MAX) OF Certld OPTIONAL,
- IDs for which revocation was requested (same order as status)
crls [1] SEQUENCE SIZE (1.. MAX) OF CertificateList OPTIONAL

- the resulting CRLs (there may be more than one)

}

CAKeyUpdAnnContent :: = SEQUENCE {
oldWithNew Certificate, -- old pub signed with new priv
newWithOld Certificate, -- new pub signed with old priv
newWithNew Certificate -- new pub signed with new priv
}

CertAnnContent : .= Certificate

RevAnnContent : ;= SEQUENCE ¢

status PKIStatus,

certld Certld,

willBeRevokedAt Generalized Time,

badSinceDate Generalized Time,
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crlDetails Extensions OPTIONAL

— extra CRL detailsCe. g. » crl number, reason, location, etc.)

}

CRLAnnContent :: = SEQUENCE OF CertificateList
PKIConfirmContent :: = NULL

InfoTypeAndValue :; = SEQUENCE {

infoType OBJECT IDENTIFIER,

infoValue ANY DEFINED BY infoType OPTIONAL

}

-- Example InfoTypeAndValue contents include, but are not limited to:
- { CAProtEncCert = {id-it 1}, Certificate }

- { SignKeyPairTypes = {id-it 2}, SEQUENCE OF AlgorithmIdentifier }
- { EncKeyPairTypes = {id-it 3}, SEQUENCE OF AlgorithmlIdentifier }
— { PreferredSymmAlg = {id-it 4}, AlgorithmlIdentifier }

— { CAKeyUpdatelnfo = {id-it 5} , CAKeyUpdAnnContent }

— { CurrentCRL = {id-it 6}, CertificateList }

— where {id-it} = {id-pkix 4} = {136 1557 4}

— This construct MAY also be used to define new PKIX Certificate

— Management Protocol request and response messages, or general-

— purpose (e. g. , announcement) messages for future needs or for

— specific environments,

GenMsgContent :: = SEQUENCE OF InfoTypeAndValue

-- May be sent by EE, RA, or CA (depending on message content).

-~ The OPTIONAL infoValue parameter of InfoTypeAndValue will typically
— be omitted for some of the examples given above. The receiver is

— free to ignore any contained OBJ. IDs that it does not recognize.

— If sent from EE to CA, the empty set indicates that the CA may send
— any/all information that it wishes.

GenRepContent :;: = SEQUENCE OF InfoTypeAndValue

— The receiver is free to ignore any contained OBJ. IDs that it does

— not recognize.

ErrorMsgContent :: = SEQUENCE {

pKIStatusInfo PKIStatusInfo,

errorCode INTEGER OPTIONAL,

-~ implementation-specific error codes

errorDetails PKIFreeText OPTIONAL

-- implementation-specific error details

}
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W ® D
(ATEHEH R
iE K il B ASN. 1 Module

The following section contains the complete ASN, 1 module from RFC 2511, the Certificate
Request Message Format. Only a small subset of the structures defined in RFC2511 are
required to implement this specification. The entire module is provided for completeness.
Information about structures defined by this ASN. 1 module but not used in the MISPC may be
found in RFC2511.
CRMF DEFINITIONS IMPLICIT TAGS ::=
BEGIN
IMPORTS
-- Directory Authentication Framework (X. 509)
Version, Algorithmldentifier, Name, Time,
SubjectPublicKeyInfo, Extensions, Uniqueldentifier
FROM AuthenticationFramework { joint-iso-itu-t ds(5)
module(1) authenticationFramework(7) 3 }
-- Certificate Extensions (X. 509)
GeneralName
FROM CertificateExtensions {joint-iso-ccitt ds(5)
module(1) certificateExtensions(26) 0}
-- Cryptographic Message Syntax
EnvelopedData
FROM CryptographicMessageSyntax { iso(1) member-body(2)
0s(840) rsadsi(113549) pkes(1) pkes-9(9) smime(16)
modules(0) cms(1) };
CertReqMessages :: = SEQUENCE SIZE (1.. MAX) OF CertReqMsg
CertReqMsg ;; = SEQUENCE {
CertReq CertRequest,
Pop ProofOfPossession OPTIONAL,
— content depends upon key type
reglnfo SEQUENCE SIZE(1.. MAX) OF AttributeTypeAndValue OPTIONAL }
CertRequest ;:: = SEQUENCE {
CertReqld INTEGER, -- ID for matching request and reply
CertTemplate CertTemplate, -~ Selected fields of cert to be issued
Controls Controls OPTIONAL } — Attributes affecting issuance
CertTemplate :: = SEQUENCE {
Version [0] Version OPTIONAL,
serialNumber [1] INTEGER OPTIONAL,
signingAlg [2] AlgorithmlIdentifier OPTIONAL,
issuer [3] Name OPTIONAL,
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validity [4] OptionalValidity OPTIONAL,
subject [5] Name OPTIONAL,
publicKey [6] SubjectPublicKeyInfo OPTIONAL,
issuerUID [7] Uniqueldentifier OPTIONAL,
subjectUID [8] Uniqueldentifier OPTIONAL,
extensions [9] Extensions OPTIONAL }
OptionalValidity :: = SEQUENCE {
notBefore [0] Time OPTIONAL,
notAfter [1] Time OPTIONAL } --at least one MUST be present
Controls : : = SEQUENCE SIZE(1.. MAX) OF AttributeTypeAndValue
AttributeTypeAndValue :: = SEQUENCE {
type OBJECT IDENTIFIER,
value ANY DEFINED BY type }
ProofOfPossession ; : = CHOICE {
raVerified [0] NULL,
- used if the RA has already verified that the requester is in
- possession of the private key
signature [ 1] POPOSigningKey,
keyEncipherment [2] POPOPrivKey,
keyAgreement [ 3] POPOPrivKey }
POPOSigningKey : : = SEQUENCE {
poposkInput [0] POPOSKInput OPTIONAL,
algorithmIdentifier AlgorithmIdentifier,
signature BIT STRING }
— The signature (using "algorithmIdentifier") is on the
-- DER-encoded value of poplnput. NOTE: If poposkInput is present
-- in the pop field, popInput is constructed
-- with otherinput. If poposkInput is not present, subject is the name
-- from CertTemplate. Note that the encoding of PoplInput is
intentionally ambiguous.
PoposkInput :: = CHOICE {
Subject name,
Sender [0] generalName,
publicKeyMAC [1] PKMACValue
}
-- The pop is calculated upon the structure popInput, which is defined
- as follows:
Poplnput :: = SEQUENCE {
CHOICE {
otherinput popskInput,
subject name },
publicKey subjectpublicKey
}
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-- If poposkInput is present

-- in the pop field, popInput is constructed

-- with otherinput. If poposkInput is not present, subject is the name
-- from CertTemplate. Note that the encoding of PopInput is

-- intentionally ambiguous.

PKMACValue :: = SEQUENCE {

algld Algorithmldentifier,

- algorithm value shall be PasswordBasedMac {1 2 840 113533 7 66 13}
— parameter value is PBMParameter

value BIT STRING }

PBMParameter ;: = SEQUENCE {

salt OCTET STRING,

owf AlgorithmlIdentifier,

-- Algld for a One-Way Function (SHA-1 recommended)
iterationCount INTEGER,

-- number of times the OWF is applied

mac AlgorithmlIdentifier

-- the MAC Algld (e. g. , DES-MAC, Triple DES-MAC [PKCS11],
} -- or HMAC [RFC2104, RFC2202])

POPOPrivKey : ;= CHOICE {

thisMessage [0] BIT STRING,

- posession is proven in this message (which contains the private

— key itself (encrypted for the CA))

subsequentMessage [ 1] SubsequentMessage,

— possession will be proven in a subsequent message

dhMAC [2] BIT STRING }

-- for keyAgreement (only), possession is proven in this message

-- (which contains a MAC (over the DER-encoded value of the

-- certReq parameter in CertReqMsg, which MUST include both subject
-- and publicKey) based on a key derived from the end entitys

-- private DH key and the CA’s public DH key);

- the dhMAC value MUST be calculated as per the directions given
-- in Appendix A.

SubsequentMessage :: = INTEGER {

encrCert (0),

- requests that resulting certificate be encrypted for the

— end entity (following which, POP will be proven in a

-- confirmation message)

challengeResp (1) }

-- requests that CA engage in challenge-response exchange with

- end entity in order to prove private key possession

— Object identifier assignments -

id-pkix OBJECT IDENTIFIER ::= { iso(1) identified-organization(3)
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dod(6) internet(1) security(5) mechanisms(5) 7 }

— arc for Internet X. 509 PKI protocols and their components

id-pkip OBJECT IDENTIFIER ;.= { id-pkix 5 }

-- Registration Controls in CRMF

id-regCtrl OBJECT IDENTIFIER ::= { id-pkip 1 }

— The following definition may be uncommented for use with

-- ASN. 1 compilers which do not understand UTF8String.

-- UTF8String ::= [UNIVERSAL 12] IMPLICIT OCTET STRING
id-regCtrl-regToken OBJECT IDENTIFIER ::= { id-regCtrl 1 }
—with syntax:

RegToken ::= UTF8String

id-regCtrl-authenticator OBJECT IDENTIFIER ;.= { id-regCtrl 2 }
—-with syntax:
Authenticator : ;= UTF8String

id-regCtrl-pkiPublicationinfo OBJECT IDENTIFIER ::= { id-regCtrl 3 }
—-with syntax:
PKIPublicationInfo : : = SEQUENCE {
action INTEGER {
dontPublish (0),
pleasePublish (1) }, )
publnfos SEQUENCE SIZE (1.. MAX) OF SinglePubInfo OPTIONAL }
- pubInfos MUST NOT be present if action is "dontPublish"
- (if action is "pleasePublish" and publnfos is omitted,
— "dontCare" is assumed)
SinglePubInfo :: = SEQUENCE {
pubMethed INTEGER {
dontCare (0),
x500 (1),
web (2),
Idap (3) },
pubLocation GeneralName OPTIONAL }
id-regCtrl-pkiArchiveOptions OBJECT IDENTIFIER ::= { id-regCtrl 4 }
--with syntax;
PK1ArchiveOptions :; = CHOICE {
encryptedPrivKey [0] EncryptedKey,
-- the actual value of the private key
keyGenParameters [ 1] KeyGenParameters,
-- parameters which allow the private key to be re-generated
archiveRemGenPrivKey [2] BOOLEAN }
- set to TRUE if sender wishes receiver to archive the private
- key of a key pair which the receiver generates in response to
- this request; set to FALSE if no archival is desired.
EncryptedKey ::= CHOICE {
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encryptedValue EncryptedValue,

envelopedData [0 EnvelopedData }

-- The encrypted private key MUST be placed in the envelopedData
-- encryptedContentInfo encryptedContent OCTET STRING.
EncryptedValue ; : = SEQUENCE {

intendedAlg [0] AlgorithmlIdentifier OPTIONAL,

-- the intended algorithm for which the value will be used
symmAlg [ 1] Algorithmldentifier OPTIONAL,

— the symmetric algorithm used to encrypt the value
encSymmKey [2] BIT STRING OPTIONAL,

— the (encrypted) symmetric key used to encrypt the value
keyAlg [3] Algorithmldentifier OPTIONAL,

- algorithm used to encrypt the symmetric key

valueHint [4] OCTET STRING OPTIONAL,

-- a brief description or identifier of the encValue content

-~ (may be meaningful only to the sending entity, and used only
- if EncryptedValue might be re-examined by the sending entity
— in the future)

encValue BIT STRING }

- the encrypted value itself

KeyGenParameters : ; = OCTET STRING

id-regCtrl-oldCertld OBJECT IDENTIFIER ::= { id-regCtrl 5 }
--with syntax:

OldCertld : .= Certld

Certld :: = SEQUENCE {

issuer GeneralName,

serialNumber INTEGER }

id-regCtrl-protocolEncrKey OBJECT IDENTIFIER .= { id-regCtrl 6 }
--with syntax:

ProtocolEncrKey ::= SubjectPublicKeylnfo

-- Registration Info in CRMF

id-reginfo OBJECT IDENTIFIER ;.= { id-pkip 2 }

id-regInfo-utf8Pairs OBJECT IDENTIFIER ::= { id-reglnfo 1 }
--with syntax

UTF8Pairs :: = UTF8String

id-regInfo-certReq OBJECT IDENTIFIER ::= { id-reglnfo 2 }

--with syntax
CertReq :: = CertRequest
END



